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1. Ulenu u 3agayum aucumnnvHbl

1. Uenbio ocBOeHUs OUCLMMINHBI aBnseTca  (popmMuMpoBaHME  KOMMETEHUUN
obyvatowerocsi B obnactu npodeccnmoHanbHOn AeaTenbHOCTU U cdhepe NpodhecCcnoHanbHON
OeATenbHOCTH:

— CB43b, MH(POPMALMOHHbIE Y KOMMYHUKALNOHHbBIE TEXHOMOTUN.

AucumnnuHa HanpaeneHa Ha pelleHve 3agad npodeccroHaribHOW OesTeNnbHOCTU
cnegylowmx TUNoB:

— KOHTPOSbHO-aHanNUTU4Yeckoro Tuna.

Mporpamma cocTaBneHa B COOTBETCTBUM C TpeboBaHnammn PegepanbHoOro
rocygapcTBeHHOro obpasoBaTenbHOro ctaHaapTa BbicLero o6pa3oBaHus No cneunanbHOCTH
Bbicwiero obpasoBaHus 10.05.03 MHdopmaunmoHHas 6e30MacHOCTb aBTOMATU3NPOBAHHbIX
cuUcTeM.

2. MepevyeHb nNNaHupyeMbix pe3ynbTaTOB OOYYeHUsl, COOTHECEHHbIX C
nnaHUpyeMbiMU pe3ynbTaTaMy OCBOEHUA o6pa3oBaTenibHOM NporpaMmbI

Ne Kon dopmynupoBKa Koa v HaumeHoBaHWe MHAMKaTOpa JOCTUXKEHUSA
n/n | komneTr KOMMeTeHLuNn KOMMeTeHLun
eHUun
1 MKB-2 cnocobeH paspabaTtbiBaTh W01 ks 0BNagaeT cnoCoOBHOCTBIO CO34aHMs MPOEKTHbBIX
NPOEKTHbIE PELUEHNSI NO peLUeHnn no 3awmTe nHopMaumm B aBTOMaTU3MPOBAHHbIX
3awmTe nHgdopmaummn B cucrtemax
aBTOMaTU3MPOBAHHbIX

cucremMmax, Mogenn yrpos

6e3onacHoCTM MHopMaLm
1 MOJENU HapyLunTens B
aBTOMaTU3MPOBaHHbIX
cucTemax, NpoeKThbl
HOpPMaTMBHbIX JOKYMEHTOB,
pernaMmeHTupyoLwmnx paboty

N2 ks> 0ONagaeT cnocoOHOCTBIO MOAENMPOBaHUS
pasnunyHbIX yrpo3 6esonacHocTn nHdopmMaumm B
aBTOMaTU3NPOBaAHHbIX CUCTEMaX

no 3aLumTe nHdopmMalmm NI-3nke2 06N1agaeT cnocobHOCTLI0 pa3paboTky NPOEKTOB
HOpPMaTMBHbIX OKYMEHTOB, pernamMeHTupyoLwmx paboTy no
3almTe nHopmaLumm

Kon v HanmeHoBaHMe MHAMKaTopa PesynbTaTbl 06y4YeHus (nokasaTenn oLeHNBaHUA)
LOCTMXXEHUSI KOMNeTeHLUn

MO1 nks2 06NagaeT cnocobHOCThLIO 3HaeT: 6a30BbI€ NOHATMS COBPEMEHHbBIX METOA0B OLEHKM

co3aaHnA NPOEKTHbIX pemeHvuZ no 6e3onacHocTu KOMMbKTEPHbLIX CUCTEM; I'IpOGJ'IeMbI obecneyvyeHns

3awwmTe nHdopmaumm B 6Ge3onacHoOCTM MHpopMaLun, pellaemble ¢ NPUMEHEHNEM

aBTOMaTU3NPOBaHHbIX CUCTEMAaX COBPEMEHHbIX METOA0B M CPEACTB 3aLUTbl MHOPpMaLUK 3aLLUTbI

MHCbOpMaLI,I/II/I B KOMMbKOTEPHbIX CUCTEMAX;,

YMeeT: BbISIBNATb yrpo3bl 1 onpenendatb X aktyalibHOCTb A1
COBPEMEHHbIX KOMMbIOTEPHbLIX CUCTEM, ONNCbIBaATb (MO,EI,eﬂI/IpOBaTb)
006BbEKTbI 3aLLUTLI U Yrpo3bl ©e3onacHoCTH KOMMbKTEPHbLIX CUCTEM;

Bnageer: npakTn4eCKMMn HaBblkaMn NpMMeHeHnsa meTogoB
obecneyveHns 6esonacHoCcTH KOMMNbKTEPHbLIX CUCTEM; HAaBblKaMI
NnpuMeHeHna coBpeMeHHbIX MeTO40B OLEHKN 6GesonacHocTH
KOMMbKTEPHbLIX CUCTEM

MO2 nks-2 06NagaeT cnocobHOCTLIO 3HaeT: NPUHLMMBLI U CNOCOGbI NCMONBb30BAHMS CYLLLECTBYIOLLMX
mMogenmpoBaHUAa pasfninyHbIX yrpos cpencTs 3allUThbI I/IHCbOpMaLlI/II/I B KOMMNbIOTEPHbIX CUCTEMAX;
6e3onacHocTr I/IHC*)OpMaLI.I/IVI B NPUHUUNbI NPUMEHEHUNA COBPEMEHHBIX METOA0B OLEHKN
aBTOMaTU3NPOBaAHHbIX CUCTEMaxX 6e3onacHocTH KOMMNbKTEPHbIX CUCTEM

YMeeT: npumMeHsaTb Hanbonee adhpekTuBHbIE MeTOoAbl 0becneveHms
©€e30MacHOCTU KOMMbIOTEPHbBIX CUCTEM; MPUMEHATH COBPEMEHHbIE
MeTObl OLIEHKM ©e30MacHOCTU KOMMBIOTEPHBIX CUCTEM




Bnageert: HaBblkamu NPpUMEHEeHNA CoOBpEMEHHbLIX MEeTO0B OLEHKU
©e3onacHocTH KOMMbKTEPHBLIX CUCTEM U MOOENTMPOBAHUA Pa3SINYHbIX
yrpos 6GesonacHocTH VIHQ)OpMaLI,VIVI B aBTOMAaTU3NpPOBaAHHbIX
cucremax

WI-3nks» 06nMagaeT cnocobHOCTbIO
pa3paboTKN NPOEKTOB HOPMATUBHbIX
OOKYMEHTOB, perfnamMmeHTpYyLLINX
paboTy no 3awmTe nHopmaumm

3HaeT: NOHATMA MEeTOO0B OLLEHKM Be3onacHoCTy, HOPMaTUBHO-
NnpaBOBbI€ aKThbl B obnactu 3awuTbl VIH(bOpMaU,VIVI

YmeeT: PaspabaTbiBaTb NPOeKTbl HOPMATUBHBIX JOKYMEHTOB,
pernameHTMpyLWmMX paboTy Nno 3awmTe MHopMauum

BnapeeT: HaBblKaMM1 OLEHKW 3aLLMLLIEHHOCT aBTOMATU3MPOBaHHbIX
CUCTEM KPUTUYECKUN BaXkKHbIX OOGBEKTOB C MOMOLLIbIO TUMOBbIX
NporpaMmHbIX CPeACTB; HaBblkaMy OLLEHKUN 3aLUMULLEHHOCTM OOBLEKTOB
NMHGOpMaTM3aLMM C NOMOLLbIO TUMOBbLIX NPOrPaMMHbIX CPEACTB

3. Mecto aucuunnuubl B cTpykType OOl BO/CMNO
OucunnnuHa oTHocuTCAa K obsasaTtenbHon Yactn bnoka 1 OOIl. OQucumnnuHa asnsaeTca

06513aTENBHON K U3YYEHWIO.

AuncumnnuHa aenaeTca npeaLwecTByoLwWwen aAnsa crredyrnwux audos rnpakmuk:
— MPOM3BOACTBEHHAsA NpakTuka, npeaamnioMHas nNpakTuka;

— NPON3BOACTBEHHAA NMpaKTuKa, 3KCNnyaTauMoHHas npakTuka.

4. O6bem gucuUNUHbLI U BUAbI y4eb6HOM paboTbl

Obwas TpyAoeMKOCTb ANCUMIMIIMHBI cocTaBnsgeT _4  3aveTHble eAMHULbI.

Buabl yuebHoOM paboThl Bcero akape-muyecknx | PacnpeageneHue TpyaoeMKOCTH
YyacoB no cemecTtpam, Akag. u
Cemectp A
O6Lasn TpyaoeMKoCTb ANCLMMNIINHBI 144 144
KoHTakTHas pabora B T. M. 75,4 75,4
ayaNTOpPHbIE 3aHATUSA:
Jlekuunmn 36 36
8 mom qucne 8 gopme - -
rpakmu4eckol no02omosKu
lMpakTnyeckme 3aHATUS 36 36
8 mom yucrie 8 gpopme 36 36
npakmu4yeckol no02omosKu
KoHcynbTauuu TekyLme 24 24
Bud ammecmauyuu (3a4em) 1 1
CamocTosATenbHasa pabora: 68,6 68,6
MoaroToBka KypcoBon paboTbl 28 28
MpopaboTka maTtepranos no 5 5
KOHCNEKTY neKuni
MpopaboTka maTtepmanos no 12,6 12,6
y4eBHMKY Ans NOAroTOBKM K
NPaKTU4YECKUM 3aHATUAM
[MoAaroToBKa K KONMOKBUYMY 5 5
OcbopmneHne oT4eTOB MO 18 18
npakTnyeckum pabotam

5 CopepxaHue AUCUUNIMHLI, CTPYKTYpUMpOBaHHOe Mo Temam (pasgenam) c
yKasaHMeM OTBeAEHHOro Ha HUX KoNiM4yecTBa akafeMUyeCcKMxX 4acoB U BUAOB Y4EOHbIX

3aHATUIA
5.1 CopepxxaHue pasgenoB AUCLUNIIUHBI
Tpynoemk
HavmeHoBaHue PYA
Ne aspena CopepxaHue pasgena OCTb
n/n P (ykasblsaromcesi membi U dudakmuyeckue eduHULbI) pasgena,
ONCUUNINHBI
aK.4
OOwume Bonpocsol BeegeHne. TllpegmeTHaa  obnactb  OueHkn  ©e30macHOCTM
OLEHKM KOMMNbIOTEPHbLIX cuctem. WcTopunyeckne cBedeHuss W 3Tanbl
1 6e30MnacHOCTM pasBUTMS  OLEHKM  ©e30MacHOCTM  KOMMbIOTEPHbIX  CUCTEM. 47
KOMMBIOTEPHBIX MaTemaTnyeckme OCHOBbI OLlEHKM ©e30MacHOCTU KOMMbHTEPHbIX
CUCTEM.




cucrtem

MeToabl "

cpencTtea
OLIEeHKM
6e3onacHocTH
KOMMbIOTEPHbIX
cuctem

AHanma puckoB B obnacTtu 3awmnTbl MHpopmauun. MexagyHapogHas
npakTvka 3awWwuTtbl uMHdopmaumn. HauunoHanbHble 0cobeHHOCTU
3awmTbl MHopmaumn. [locTaHOBKa 3agayuM aHanmMsa pPUCKOB.
MeToapl, UCNOMb3yOLLNE OLEHKY PUCKOB Ha Ka4eCTBEHHOM YpPOBHE.
MeToapl, MCMONb3yKLINME OLEHKY PUCKOB Ha KOMMYECTBEHHOM
ypoBHe. MeTtoabl, MCNOMb3ylOLne CMELUAHHYIO OLEHKY PUCKOB.
YnpaBneHve puckamn n MexayHapoaHble CTaHAapTbl. TexHonornu
aHanusa puckoB. VIHCTpymMeHTanbHble CpeacTBa aHanu3a PUCKOB.
AyaouTt 6e30nacHOCTM M aHanm3 PUCKOB. AHann3 3allMLeHHOCTH
KOMMbIOTEPHOW CUCTEMBI. YUET BO3MOXHOCTEN OBHApY>KEeHUS aTak u
yrpaBneHnsa puckaMmm B KOMMbIOTEPHbBIX CUCTEMAX ANS OLLEHKU
6e30nacHOCTV KOMMbIOTEPHbBIX CUCTEM.

a7

OpraHunszauus
OLIEHKMN
6e3onacHocTH
KOMMbKTEPHbIX
cuctem

OpraHusaums cnyxbbl uHdopmaumoHHon 6esonacHoctn. dopmu-
poBaHME 3IKCMEPTHbIX CUCTEM OLIEHKM Ge30MacHOCTU KOMMbOTEpP-
HbIX cucTeM. XKU3HEHHbIN LMK KOMMbIOTEPHbIX cucteM. Moaenb
Yyrpo3 M nNpuHUMNbl obecnedeHnss 6e30MacHOCTU KOMMbIOTEPHbLIX
cuctem. [Monutmka 6e3onacHocTM. OueHka pUCKOB U yuiepboB
KOMMMEKCHOM 6e30NacHOCTU KOMMbHOTEPHbBIX CUCTEM.

46,6

KoHcynbmauyuu mekyujue

2,4

3auem

5.2 Paspgenbl AaucumnnuHbl 1 BUAbl 3aHATUNA

Ne
n/n

HavnmeHoBaHue pasgena
OVCLMNIUHBI

Jlekumu, ak. v
aK. 9

npaKTVILleCKVIe 3aHATUA,

CPO,
aK.

Obume
6e3onacHocTH
cucTem

BOMpPOCHI
KOMIMbHOTEPHbIX 12* 12*

OLIeHKU

23

MeTtoabl w
6e3onacHocTn
cuctem

CpeacTea  OLEHKM
KOMMbHOTEPHBIX

12* 12*

23

OpraHunzauus
OLIEHKM

KOMIMJIEKCHOM
6e3onacHocTH 12* 12*
KOMMbIOTEPHbIX CUCTEM

22,6

KoHcynbmauyuu mekyujue 2,4

3auvem

*B (hopMe MpaKTUHECKON NOAroTOBKM

5.2.1 Nlekuun

HaumeHoBaHue pasaena
OUCLIUNIIUHBI

TemaTrKa NEeKUUOHHbIX 3aHATUN

TpynoeMKkocTb,
aK. y

O6LLmMe BONPOCHI OLEHKK

©e3onacHocTn

KOMMbKOTEPHbIX CUCTEM

BeeneHue. MpeameTtHas obnacTk oLeHkn 6e3onacHocTu
KOMMbIOTEPHLIX cucTeM. WcTopuueckne cBeaeHus u
aTanbl pasBUTMS OLEHKM GE30MacHOCTM KOMMbIOTEPHbIX
CUCTEM.

12*

MeTtogbl un
OLEHKMN

cpeacTtea
6e3onacHocTH
KOMMbIOTEPHBIX CUCTEM

AHanu3 pwuckoB B obnactv 3awmtbl MHOpMauuK.
MexayHapogHasi npakTvka 3awWuTbl  MHopMaumu.
HaunoHanbHble 0COoBeHHOCTU 3almTbl MHOPMaLUK.
YnpaBneHve puckamum u MeXayHapogHble cTaHAapTbl.
TexHonornv aHanusa p1MckoB.

12*

OpraHusauusi
©e3onacHocTn

KOMMNbIOTEPHbLIXCUCTEM

OLIEeHKM

OpraHusauus cnyx6bl WHOopMaLIMOHHON
6e3onacHOCTU.  XKU3HEHHbIN UMUK KOMMbITEPHbIX
cuctem. lNonuTnka 6GesonacHocTn. OueHKa PUCKOB U
yuiep6oB 6€30MacHOCTU KOMMNBIOTEPHBIX CUCTEM

12*

5.2.2 MNpakTnyeckme 3aHATUSA (CeMumHapbl)

HaumeHoBaHue pasaena
OUCLIMNIIUHBI

TemaTuka npakTUYeCcKnx 3aHATUIN (CeMMHapoB)

TpyooeMKoCTb,

ak. Y

O6lLLmMe BOMPOCHI OLIEHKM

©e3onacHocTn

MaTemaTunyeckme OCHOBbI OLEeHKM 6e3onacHocTu
KOMMNbIOTEPHbIX cucTem. CneumanunanposaHHoe MO.

12




KOMMbIOTEPHBLIX CUCTEM
Metogbl ¥ cpeacTtsa MocTaHoBKa 3agjaun aHanu3a puckoB. MeToapl,
OLIEHKM 6e30nacHoOCTU ncnonb3ywuime OoueHKy pUCKOB Ha Ka4eCTBEHHOM
KOMMbIOTEPHBIX CUCTEM ypoBHe. MeToabl, UCNONb3yoLWMe OLIEHKY PWUCKOB Ha
5 KOnM4ecTBeHHOM YypoBHe. MeToabl, ucnonb3yloLne 12
CMELLUaHHYK OLEHKY puckoB. WHCTpymeHTanbHble
cpeAcTBa aHanusa puckoB. AyauT 6esonacHocTv U
aHanu3 PUCKOB. AHanus 3aLUNLLEHHOCTH
KOMMbTEPHOW CUCTEMBDI.
OpraHnsauus oueHkn | Mogenb yrpo3 u npuHumMnel obecneyeHnss 6esonacHocTn
3 6e30MnacHoOCTH KOMMbIOTEPHbIX cucTteM. [lonuTuka 6GesonacHocTM Ha 12
KOMMbIOTEPHLIXCUCTEM npaktuke. [llpakTnyeckas ouLeHKa puUCKOB U yuiepboB
0©e30NacHOCTU KOMMNBIOTEPHBIX CUCTEM
5.2.3 JlaGopaTopHbI NpaKkTUKym
He npedycmompe.
5.2.4 CamoctosTenbHas paboTta oby4aroLmxcs
Ne HanmeHoBaHue pasgena Bug CPO TpyooeMKoCTb,
n/n ONCUMNINHBI ak. 4
O6wme Bonpocbl oueHkn | [NoaroToBka K KONMOKBUYMY
©Ge3onacHocTH MoarotoBka KypcoBon paboTbl
KOMMbIOTEPHbIX CUCTEM
1 MeToabl " cpencrtea
OLIEHKM ©esonacHocTK 23
KOMMbIOTEPHbIX CUCTEM
O6wwme BONPOCHI OLEHKM
©Ge3onacHocTH
KOMMbIOTEPHbLIX CUCTEM
MeToabl " cpeactea | MNMogroTtoBka Joknaga C BU3yaribHbIM NPeACTaBeHEM
OLIEHKM Oes3onacHoCTM | Npe3eHTauun
KOMMbIOTEPHBLIX CUCTEM MoproToBka KypcoBon paboTbl
O6wme BONPOCHI OLEHKK
2 ©Ge3onacHocTn 23
KOMMbIOTEPHBLIX CUCTEM
MeToapbl " cpencTtea
OLIEHKM ©e3onacHocTK
KOMMbIOTEPHbLIX CUCTEM
3 OpraHusauus oueHkn | domalwHee 3agaHue
©e3onacHocTH MoarotoBka kypcoBon paboTbl 22,6
KOMMbIOTEPHbLIXCUCTEM
Wtoro 68,6

6 YueOHO-MeTOAUYECKOE U MH(POPMaLIMOHHOE obecnevyeHre AUCLUUNIIUHDI

[ns ocBOEHUsI AUCUMMNITMHBI 00YYaoLLMIACS MOXET UCMONb30BaTh:

6.1 OcHOBHasa nuTepartypa

1.Kpytukos, B.H. AHanun3 gaHHbix : yyebHoe nocobue / B.H. Kpytukos, B.B. MeweukuH ;
MuHuctepctBo ob6pasoBaHna u Haykm Poccuickon depepaunn, degepanbHoe
rocygapcTtBeHHOEe GropxeTHoE obpasoBartenbHoe yuypexneHue BbICLLETO
npodpeccnoHanbHoro obpasoBaHna «KemMepoBCKUMW roCy4apCTBEHHbIN YHUBEPCUTET». -
KemepoBo : KemepoBckuin rocygapcTBeHHbI yHuBepcuteT, 2014. - 138 c. : wun. -
Bubnuorp. B kH. - ISBN 978-5-8353-1770-7 ; To xe [OnekTpoHHbIn pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=278426



http://biblioclub.ru/index.php?page=book&id=278426

2. Xykoscknin, O.U. HopMaLUMOHHbIE TEXHONOMMN N aHanNn3 AaHHbIX : y4ebHoe nocobue /
O.N. XKykoscknin ; MuHucTtepctBo obpasoBaHuMs W Hayku Poccuinckon Pepepaumm,
Tomckun [ocygapcTBeHHbI YHuBepcuteT Cuctem YnpasrneHns n PagmnoaneKkTpoHUKn
(TYCYP). - Tomck : Onb KoHTeHT, 2014. - 130 c. : cxem., un. - bubnuorp.: c. 126. - ISBN
978-5-4332-0158-3 ; To xe [ONeKTPOHHbIN pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=480500

3.basbl AaHHbIX B BbICOKOMPOU3BOAUTENBHbLIX MHOPMALMOHHBLIX cucTemax : ydebHoe
nocobue / aBT.- cocT. E.. Hukonaes ; MuHuctepctBo obGpasoBaHus U Haykn PO,
depepanbHoe rocyaapCTBEHHOE aBTOHOMHOE obpasoBaTeribHOE yupexAeHWe BbICLIEero
obpasoBaHnsa «CeBepo-KaBkasckuin cegepanbHbii  yHUBepcuteT». - CTaBpononb
CKoY, 2016. - 163 c. : un. - bubnuorp.: c. 161. ; To ke [OnekTpoHHbIN pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=466799

6.2 [lononHUTeNnbHaA nuTeparypa

1.TymaHoB, B.E. lpoekTupoBaHne XpaHUNuw, AaHHbIX NS cucTeM OusHec-aHanuUTUKK .
yyebHoe nocobue / B.E. TymaHoB. - MockBa : MHTepHeT-YHuBepcuteT HhopMaLMOHHbIX
TexHonorun, 2010. - 616 c. : wn.,, Tabn., cxem. - (OcCHOBbl MHMOPMALMOHHBLIX
TexHonormn). - ISBN 978-5-9963-0353-3 ; To e [OnekTpoHHbIn pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=233492

2. [o6bpoHeu, B.C. YucneHHbIn BEPOATHOCTHLIM aHanuM3 HeonpeaesieHHbIX AaHHbIX
moHorpaduma / B.C. OobpoHeu, O.A. llonosa ; MuHuCTepcTBO 0Bpas3oBaHNA N Hayku

Poccunickon ®epepauumn, Cubupckmn dPepepanbHbin yHMBepcuTteT. - KpacHospck
Cubupcknin pepepansHbeli yHnBepcutet, 2014. - 168 c. : rpad., un. - bubnuorp. B KH. -
ISBN  978-5-7638-3093-4 ; To ke [OnektpoHHbIM  pecypc]. - URL:

http://biblioclub.ru/index.php?page=book&

6.3 lMepeyeHb y4eOHO-meTOAMYECKOro obecrnevyeHus ANA CaMOCTOATENIbHOM
paboTbl o6yyvarowmxca

1. [Haubiiue, M. M. MeToanyeckune ykasaHusi ans ody4arowmxcsa N0 OCBOEHMIO
ANCUNNINH (mopynen) B ®IBOY BO Brymrt [ONEeKTPOHHbLIN pecypc]:
MEeTOANYECKNE YKasaHus Ans oOy4valolmMxca Ha BCEX YPOBHAX Bbicwero obpasoBaHus /
M. M. [Hanbinue, P. H. TlnotHukosa; BI'YUT, YuyebHo-meToguyeckoe ynpasneHue. -
Boponex: BI'YUT, 2016. — 32 c. Pexxum goctyna B 3feKTPOHHOW cpefe:

http://biblos.vsuet.ru/MegaPro/Web/SearchResult/MarcFormat/100813.

6.4 MepeyeHb pecypcoB WHPOPMALUOHHO-TENEKOMMYHUKALMOHHON CeTU
«MHTEepHeT», HeO6XOAUMBIX AN OCBOEHUA OUCLUNIIUHDI

HaumenoBanue pecypca cetu «aTepHe™ DIIeKTPOHHBIN aJipec pecypca
«Pocculickoe obpasosaHue» - chedeparnbHbil nopmari http://www.edu.ru/index.php
Hay4Has anekmpoHHas bubnuomeka http://www.elibrary.ru/defaulttx.asp?
QeldeparnbHas yHuUsepcumemckasi KoMmrbromepHass cems | http://www.runnet.ru/
Poccuu

UngopmayuoHHas cucmema «EduHoe okHo docmyna k | http://www.window.edu.ru/
0bpasogameribHbIM pecypcamy
AnekmpoHHas bubnuomeka BI'YUT http://biblos.vsuet.ru/megapro/web
Calm MuHucmepcmea Hayku u ebicwezo obpasosaHus | http://minobrnauki.gow.ru

P®

lMopman omkpbimozo on-line obpaszoeaHusi http://npoed.ru
UHbopmayuoHHO-KOMMYyHUKaUUOHHbIe — mexHomozuu 8 | http://www.ict.edu.ru/
obpa3sosaHuu. Cucmema edeparbHbIX

obpaszosameribHbIX Topmarnos
OnekmpoHHass obpa3zoeamesnbHas cpeda @FB0Y BO | http://education.vsuet.ru
«BIr'ynt



http://biblioclub.ru/index.php?page=book&id=480500
http://biblioclub.ru/index.php?page=book&id=466799
http://biblioclub.ru/index.php?page=book&id=233492
http://biblioclub.ru/index.php?page=book&
http://biblos.vsuet.ru/MegaPro/Web/SearchResult/MarcFormat/100813

6.5 [lepevyeHb WHMPOPMALMOHHbLIX TEXHOSNIOTMW, UCNOJSIb3yeMbIX NpwU
ocyllecTBneHun obpasoBaTenibHOro npouecca nNo AUCUUNIIMHE, BKNKYash nepeyeHb
nporpamMmmHoro o6ecrne4yeHuss U UHPOPMaLMOHHbLIX CNPaBOYHbIX CUCTEM

lMpu u3yyeHuu OuCUUMMUHbLI UCMOML3yemcs rnpoepamMmHoe obecredyeHue U
UHOpMayUOHHbIe CripagoyHble cucmembl. UHbopMayuoHHas cpeda 0rsi QuCmaHUyUOHHO20
obyyeHus «Moodley, nokanbHass cemb yHugepcumema u arnobarnbHas cemsb Internet.

Mpn ocBoeHUN AUCUMNNUHBI UCNOSIb3yeTCA JUUEH3UOHHOE U OTKpbIToe
nporpammHoe ob6ecneuveHue — OC Unix; Libre Office.
7 MaTepuanbHO-TeXHMYECKOoe obecneyeHne AUCLMNINHBLI (MoAaynA)

Heobxogumbin  gnsa  peanu3aumm  obpasoBaTenbHOW  MporpaMmmbl  NepedeHb
MaTepuanbHO-TeXHMYecKoro obecnevyeHms BKYaeT:

- NeKUMoHHble ayantTopun (06opyaoBaHHbIe BUOEONPOEKUMOHHBIM 060pyaoBaHNEM ANs
npeseHTauun; cpeacTtBamMu  3BYKOBOCMPOU3BEOEHUS; 3KPaAHOM; WMelWwme BbIXog B
NHTepHeT);

- nomeweHuss AOnd npoBedeHna nabopaTopHbIX W NPaKTUYECKUX  3aHATUM
(o6bopynoBaHHble y4ebHON Mebenblo);

- BubnmnoTeky (nmetoLlyto paboume mecta ons CTyAeHTOB, OCHALLEHHbIE KOMMbOTEPAMMU
C AgocTtynom k 6asam gaHHbIX U HTepHeT);

- KOMMbIOTEPHbIE KNacchl.

Ob6ecneyeHHOCTb Mpouecca OOy4YeHUs TEeXHUYEeCKMMU CcpeacTBaMu  MOSHOCTbIO
cooTBeTcTBYeT TpeboBaHuam PIrOC no cneumanbHoctn 10.05.03. MaTtepuanbHo-
TexHunyeckan 6Gasa npuBedeHa B NULEH3MOHHBLIX hopmax M pacnosfiokeHa BO BHYTPEHHEMN
ceTun no agpecy http://education.vsuet.ru.

Ayautopun Ons NpoBeAeHMSsI NEKUMOHHbIX, MPaKTUYECKUX M NabopaTopHbIX 3aHATUR,
TEKyLLEro KOHTPOssi U MPOMEXKYTOYHON aTTecTaumu:

YyebHas ayautopus Ne | Komnnekt wmebenu pns  ydebHoro | Microsoft Windows 8.1,

401 pans npoBegeHusa | npouecca — 80 wrT. Microsoft Office 2007 Standart,
NEeKUMOHHbIX  3aHaTun, | MNepeHocHom npoekTop Acer. Microsoft Office 2007 Russian
TeKywero KoOHTpons u | Ayamo-BusyarnbHas cuctema | Academic OPEN No Level
NPOMEXYTOYHOMN NEKLNOHHbIX ayautopun | #44822753 ot 17.11.2008
atTectauuu (MynbTUMEOUNHBIN NPOEKTop http://eopen.microsoft.com

EpsonEB-X18, HacTeHHbI  3KpaH
ScreenMedia)

YuebHasa aygutopus. Ne | Komnnektel mebenn ansa ydebHoro | OC Alt Linux (AneT OOGpasoBaHue
332a pgna nposedeHus | npouecca. NOBM — 12 (komnbioTep | 8.2)

Ons npoBeaeHnNs Core i5-4570), cteHabl — 5 WwT. Geany. Lazarus. Qt Creator. Quanta
Plus. Beb-penaktop Bluefish. Cpena
pa3paboTtku Code::Blocks. OducHbIn
naket Libre Office 5.4: Base, Calc,
Draw, Impress, Math, Writer.
lMepcoHanbHas Oyxrantepus
HomeBank. Cnosapb Star Dict.
iTest. VM Maxima. Kymup.
Avidemux. Audacios. Brasero.
Cheese. SMPlayer. Meaunanneep
Parole. Pepaktop TeroB Easy TAG.
Stath Studio. Pinta. Be6-6pay3ep
Mozilla Firefox. Mpadbmnyeckni
pegaktop. FP — free Pascal.




AyauTopus ans caMocTosiTeNbHOM paboThl 06yYatoLmMXCsl, KypcoBOro U AUMNIIOMHOMO

NPOEKTUPOBaHUSA

YyebHas aygutopus | Aya. 424: Kommrektsr | OC Alt Linux (Anet ObpasoBanue 8.2)

Ne 424 ana | mebenu st yueGuoro | Geany. Lazarus. Qt Creator. Quanta Plus. Be6-pemaxtop

CaMOCTOSATENbHON nponecca. II9BM — 12: | Bluefish. Cpena paspa6orku Code::Blocks. OducHsrit

paboTbl pabouas cranumst Perapn | maker Libre Office 5.4: Base, Calc, Draw, Impress, Math,

oby4yaromxcs, PJLIB.; crerns — 3 Writer. Tlepconanpuas Gyxramrepust HomeBank. Ciosaps

KypCOBOrO n Star Dict. iTest. VM Maxima. Kymup. Avidemux.

OUNNOMHOro Audacios. Brasero. Cheese. SMPlayer. Meaunarieep Parole.

NpPoeKTUpoBaHNA Pemaxtop teroB Easy TAG. Stath Studio. Pinta. Be6-
opaysep Mozilla Firefox. I'paduueckuii pegakrop. FP — free
Pascal.

[ononHntenbHO camocTosTeNnbHas paboTa obyyalolmMXcss  MOXET OCYLEeCTBAATbCA Npu

NCIMOoJ1Ib30BaHUN:

YuTanbHble 3anbl | KomnbloTepsl co cBO6OAHBIM Microsoft Office Professional Plus 2010

Bubnuotekn. AOCTYNoMm B ceTb VIHTEpHeT 1
ONEeKTPOHHBIMY
BMbnuoTeyHbIMU U
WH(OPMALIMOHHO CrpPaBOYHbIMU

cuncremamn.

Microsoft Open License Microsoft Office
Professional Plus 2010

Russian Academic OPEN 1 License No Level
#48516271 o117.05.2011 r.
http://ecoen.microsoft.com

Microsoft Office 2007 Standart,

Microsoft Open License

Microsoft Office 2007 Russian Academic OPEN No
Level #44822753 ot 17.11.2008
http://eopen.microsoft.com

Microsoft Windows XP,

Microsoft Open License Academic OPEN No Level
#44822753 ot 17.11.2008
http://feopen.microsoft.com.

Adobe Reader XI, (6ecnnaTtHoe M0O)
httos://acrobat.adobe.com/ru/ru/acrobat/odfreader/
volume-distribution.html

8 OueHouYHble MaTepuanbl ANA NPOMEXYTOYHOM aTTecTauuMm obyyarLlmxca no
AVUCUMUNInHe

OueHo4Hble maTepuanbl (OM) onsa AnCUMNNMHBLL BKIKOYaKOT B cebs:

- MepeyeHb KOMMNETEHUWA C YyKa3aHMEM WHOMKATOPOB AOCTMKEHWS KOMMETEeHLUUN,
aTanoB nx GOpMUPOBaHUS B NpoLEecce 0CBOEHNA 0bpasoBaTenbHOM NPorpamMmmbl;

- OMUCaHMe LKas OLEeHUBaHuS;

- TUNOBbIE KOHTPOSbHbIE 3a4aHUs WU UHblE MaTepuarnbl, He0OXoauMble NS OLEHKM
3HaHWN, YMEHUI, HABbIKOB,

- MeToguMyeckMe martepuansl, Onpeaensiwme npoueaypbl
YMEHWI, HABbLIKOB M (UNN) ONbiTa AEATENbHOCTH.

OM npeactaBnaTCa OTAENbHBIM  KOMMIEKTOM
nporpamMmmbl AUCUUNIINHBI .

OueHo4Hble maTepuansl dopmupytoTcs B cootBeTcTBum ¢ I BI'YUT «[lMonoxeHne o6
OLIEHOYHbIX MaTepmanax».

OUEHMBAHMNA 3HaHUN,

N BXOOAT B COCTaB pabouen


http://eooen.microsoft.com/
http://eopen.microsoft.com/
http://eopen.microsoft.com/

OLIEHOYHBIE MATEPUAIbI
ANA NPOMEXYTOYHOU ATTECTALIUA

no AUCLMUMNIIUHE

KOMMNEKCHAA OLEHKA YA3BUMOCTU KOMIMbIOTEPHbLIX CUCTEM



1 I'Iepeqel-lb KOMMEeTeHLUUN C YKa3aHuem 31anoB Ux (*)OpMMpOBaHVIﬂ

Ne Kog dopmynupoBka Kog n HanmeHoBaHue nHgukKaTopa JOCTUXKEHUA
n/n | Komnert KOMNneTeHuun KOMNeTeHuun

eHuumn
1 MKe-2 cnocobeH paspabaTtbiBaTb N1 ke 0ONagaeT cnocoOHOCTBIO CO34aHMs MPOEKTHbBIX

NPOEKTHbIE PeLleHUns Nno
3awuTe nHdopmaumu B
aBTOMAaTU3MPOBAHHbIX
cucTemax, Moaenu yrpos

cucremMmax

DELUeHVIVI no 3awute VIH(bOpMaLI,VIVI B aBTOMaTU3NPOBAHHbBbIX

6e3onacHocTu nHopmaumm
M Moaenu HapywuTtena B
aBTOMATU3NPOBAHHbIX
CcuUcTemMax, npoeKTbl
HOpPMAaTMBHbIX JOKYMEHTOB,
pernameHTupyroLwmx padboTy

aABTOMATU3NPOBAHHbIX CUCTEMAX

N2 ks 0BnagaeT cnocoOHOCTEIO MOAENMPOBaHUS
pasnu4yHbIX yrpo3 6esonacHocTn nHdopmaLmmn B

no 3awuTte nHopmaLum

WI-3nke.2 06nagaeT cnocobHOCTLIO pa3paboTkm NPOEKToB
HOPMaTUBHbIX JOKYMEHTOB, pernamMmeHTupytoLmx paboTy no
3awwmTe nHopmaumm

Koa n HanmeHoBaHue UHOUKaTopa
AOCTUXEeHNA KOMNeTeHUNN

Pe3ynbTaTbl 06y4yeHus (noKa3aTenm oueHMBaHUSA)

W01 qke» 0ONagaeT cnocoOHOCTLIO
C030aHUs MPOEKTHbIX PeLLIEeHU No
3almTe nHdopmaumm B
aBTOMaTU3MPOBAaHHbIX CUCTEMAX

3HaeT: 6a30Bble NOHATUSA COBPEMEHHbBIX METOZI0B OLIEHKM
6e30nacHOCTM KOMMNLIOTEPHLIX CUCTEM; MPobnemMbl obecneveHuns
6e3onacHocTn MHOpMaLMK, peLlaemble C NPUMEHEHNEM
COBPEMEHHbIX METO0B U CPeACTB 3alnThl MHpOPMaLIMK 3aLUUThI
nHdopMaLMU B KOMMNbIOTEPHbIX CUCTEMAX;

YMeeT: BbISBMATb Yrpo3bl M ONPEeAensTb X akTyanbHOCTb AN
COBPEMEHHBIX KOMMbIOTEPHBIX CUCTEM; ONUCBLIBaTL (MOAENUPOBATD)
06BbeKTbI 3aLKTbI M Yrpo3bl 6€30MacHOCTU KOMMbIOTEPHbBIX CUCTEM,;

Bna,u,eeT: I'IpaKTI/I'vleCKI/IMI/I HaBblKaMU npvlmeHeva MeToaoB
obecneyveHns 6€30MacHOCTN KOMMbIOTEPHBIX CUCTEM; HaBbIKaMM
NPYMEHEeHMs1 COBpeMEHHbIX METOZOB OLIEHKM Ge3onacHoCTH
KOMI'IbIOTeprIX cnctem

W02 rks-» OONagaeT cnocobHOCTLIO
MOZENUPOBaHNSA pPasnnYHbIX Yrpo3
GesonacHocTy MHopmaLun B
aBTOMaTU3NPOBaHHbLIX CUCTEMAX

3HaerT: NpUHUMNbI U €cnocobbl MCNoNb30BaHUS CylleCcTBYrOLNX
cpeacTB 3alunThbl VIH(*)OpMaLI,VIVI B KOMIMbKTEPHbIX CUCTEMAX]
NPUHUUNbI NPUMEHEHNA COBPEMEHHbLIX METOA0B OLEHKN
©e3onacHoCcTH KOMIMbKTEPHbLIX CUCTEM

YMeeT: NpyMeHATb Hanbornee adpdeKkTUBHbIE METOAbl obecrneYyeHus
6e30MacHOCTM KOMMbIOTEPHBLIX CUCTEM; MPUMEHSATb COBPEMEHHbIE
MeTobl OLleHKN 6e30MacHOCTM KOMMbIOTEPHbBIX CUCTEM

BrnageeT: HaBblkamMy MPUMEHEHWSI COBPEMEHHBLIX METOLOB OLIEHKM
6e30NacHOCTU KOMMbIOTEPHBIX CUCTEM M MOAENMPOBaHUS Pa3NUYHbIX
yrpo3 6e30MacHOCTY UHPOPMaLMM B aBTOMaTM3NPOBAHHbIX
cuctemMax

WI-3nks.» 06nMagaeT cnocobHOCTLIO
pa3paboTku NPOEKTOB HOPMATUBHbIX
OOKYMEHTOB, pernamMmeHTupyrLwmnx
paboTty no 3awute nHdopmaumm

3HaeT: NOHATUS MeToA0B OLEeHKN 6e30nacHOCTU, HOPMaTUBHO-
NnpaBoBble aKkTbl B 061acTV 3aLMTbl MHopMauum

YmeeT: PaspabaTbiBaTh NPOeKTbl HOPMATUBHBIX JOKYMEHTOB,
pernameHTMpyLmMX paboTy No sawmTe MHopMauum

BnageeT: HaBblkaMy OLLEHKM 3aLLNLLEHHOCTHU aBTOMaTU3NPOBAHHbIX
CUCTEM KPUTUYECKN BaXHbIX 0OBbEKTOB C MOMOLLbIO TUMOBbIX
nporpamMmMHbIX CcpeacTB; HaBblKkaMy OLEHKN 3aLlLULLIEHHOCTU 00BbEeKTOB
MHd)OpMaTI/ISaLI,I/WI C NMOMOLLIbIO TUNOBLIX NPOrpaMMHbIX CpeacTB

2 [MacnopT oueHO4YHbIX MaTepuasrioB No AUCLUUNIINHE

n/n Pasgenbl gucumnnuHbl

MHpekc OueHoYHbIe MaTepuansi
TexHonorusa/npoueaypa
KOHTponupye
MOt HaMmeHoBaH NaNe oueHuBaHus (cnocob
me 3agaHumn KOHTpOnA
KOMMEeTeHUM A pons)




n (unu ee
yacTu)
1 O6wwe BOMpPOCHI OLLEHKM BnaHo4yHoe unu
TecTtoBble
©e3onacHocTu KOMMbIOTEPHbIX sanaHus 1-15 KOMMbIOTEPHOE
cuctem TecTupoBaHue
MpopaboTka
MaTepuanos
ns
A 16-25
NnoaroToBKM K
npakTU4eCcKu
M 3aHATUSAM
2 Metoabl U1 cpeacTBa  OLEHKU Kewc- 26-29 3awmra npaktuyeckom
4 BesonacHocTu KOMNbIOTEPHbIX 3ajaHue paboThbl
cucrtem MKs-2 MoaroToBka
Aokrnaga c
BU3yarbHbIM 30-40 MpoBepka
npeacTasneH npenogasartenem
nem
npeseHTauu
Moarotoeka 3awmTa KypcoBom
KypcoBom 41-48 yp
paboThbl
paboTbl
3 OpraHusauus OLLEHKM
P H H Bonpochl k MpoBepka
©e3onacHocTu KOMMbIOTEPHbIX 49-70
cncTeM 3ayeTty npenofasartenem

3 OueHouHble MaTepuanbl ans npome)KyTquoﬁ aTTecTauunn.

TunoBble KOHTPONbHbIE 3aA4aHUs UMK UHble MaTepuarnbl,
Heo6xoAuMble ANsi OLLeHKU 3HaHUIN, YyMEeHUN, HaBbIKOB U (Mnu)
onbiTa AeATeNbHOCTU, XapaKTepU3yrLmxX 3Tanbl popMupoBaHus
KOMMNeTeHUUn B NpoLecce 0OCBOEHUA obpa3oBaTeribHOW NporpamMmbl

ATTectauma obyvatollerocs no gucuunnuMHe nposoauTcs B hopme
TECTMPOBaHMS U NpeaycMaTpuBaeT BO3MOXHOCTb nocreaytowero cobeceqoBaHums
(3ayeTa).

Kaxgbi BapmnaHT TecTa BktodaeT 30 KOHTPOSbHbIX 3aaHUN, U3 HUX:

- 10 KOHTPOSIbHbIX 3alaHU Ha NPOBEPKY 3HAHUN;

- 10 KOHTPOJSIbHbIX 3alaHUX Ha NPOBEPKY YMEHWUN;

- 10 KOHTPOSIbHbIX 3ajaHUI Ha NPOBEPKY HABbLIKOB.

3.1 Tecmbl (mecmoesbie 3adaHusi K 3a4emy)

3.1.1 Wugp u HaumeHosaHue komrnemeHuyuu [KB-2 — cnocobeH paspabaTbiBaTh
NPOEKTHbIE pelleHns No 3awuTe WHOPMauMW B aBTOMATU3MPOBAHHLIX CUCTEMax, MOAeNnu Yrpo3
6esonacHoCT MHOPMaLMM M MOAENU HapyluMTens B aBTOMATW3MPOBAHHLIX CUCTEMax, MPOeKThl
HOPMaTUBHbIX JOKYMEHTOB, perfnaMeHTUpyoLmx paboTy no 3almTte MHopMaLmm

Ne TecToBoe 3afjaHne c BapmaHTaMu OTBETOB U NPaBuUIibHbIMU OTBETAMMU
3agaHus
1 Appo 6e3onacHOCT AOMKHO rapaHTUPOBAaTh:
1. Co6CTBEHHYHO HEM3MEHHOCTD.
2. KoHgumaeHumnanbHOCTb.
3. AHOHUMHOCTb.
4, JnHaMn4HOCTb
2 MaTpuubl NONHOMOYMI NpeaHas3HayYeHbl Ans:
1. KonvpoBaHns faHHbIX.
2. BoeluncneHus onpegenvrens.
3. PasrpaHuyeHus goctyna K MHopmMauuu.




4. CtabunbHocTM paboTbl ONepaLmMoHHON CUCTEMDI

3 [nsa oueHkM 3alnLLLEHHOCTU KOMMBIOTEPHOW CUCTEMbI JOCTATOYHO PAcCMOTPETh ee:
1. [JocToBepHyl0 BblYUCNIUTENBLHYIO 6a3y.
2. YpoBeHb gocTyna.
3. MporpammHoe obecneyveHue.
4. AHOHUMHOCTb
4 Cnoco6 gonycka K KOMMNbHTEPHBIM PecypcamM, OCHOBAHHBIN Ha MCNOMNb30BaHUW YHUKANIBHOW METKH,
— 370!
1. PasoBbin goctyn
2. PasrpaHnyeHne goctyna no BpemMeHu.
3. "ocTeBon gocTyn.
4. PasrpaHuyeHue gocTtyna no maHgartam.
5 Peanusauunto yrpo3sbl MHOpMaLNOHHOM 6e30nacHOCTU Ha3bIBaOT:
1. ATakon.
2. KoHTpartakon.
3. Bnokapow.
4, OTcTynneHnem
6 AHanM3om BO3MOXHbIX yrpo3 VIb 1 BeIGOPOM COOTBETCTBYIOLLMX MEP NPOTUBOAENCTBMS
3aHuUMaeTcs:
1. Monutunka 6e3onacHocTM.
2. CoumanbHas nonutuka.
3. BHyTpeHHsa nonuTuka.
4. Monntrka HeEBMeLLATENBLCTBA.
7 CobbITnsa, cnegcTteBMeM KOTOPbIX MOTYT BbITb HEXenaTenbHble BO3AENCTBUS Ha MHAOpMaUmio, —
370:
1. AHTpOnoreHHsle hakTopbl
2. Crabunusmpytowme akTopbl.
3. DecTabunusupylime pakTopbl.
4. MpupogHble akTopsl.
8 B03MOXHOCTb BO3HUMKHOBEHUSI CODOBITUS, KOTOPOE OKa3bIBAET HexenaTenbHble BO3AENCTBUSA Ha
NMHdopMaLnIo:
1. Yrpoza.
2. Owunbka.
3. OTtkas.
4, C6on
9 3noymblLWNEeHHOe AeNCTBUE — 3TO AenCTBUe:
1. CneuvanbHO HanpaBreHHOEe Ha HapyLleHue uHdopmaumm.
2. Mpounsowealee cnyyarHbivM obpasom.
3. [Mpousowewee nog 4eNCTBUEM HEMPEOAONUMbIX (PaKTOPOB.
10 CraHgapt X.509 onucbiBaeT:
1. OcHoBbl Vb B npuBsA3ke K 3TanoHHON CEMUYPOBHEBON MOAENN.
2. Mpoueaypy ayTeHTUMKaLMM C UCNONb3OBaHMEM CIY>KObl KaTanoroB.
3. Mopgenu ynpasneHusi 4OCTYMNOM.
4. AHanuns nocnegcTeui HapyeHnsa Nb u BbisBNeHNE 3M0YMbILLIEHHUKOB
11 KoHLenTyaneHOW OCHOBOM aAMUHUCTpPUPOBaHusA cpeacTs 6e3onacHocTu B ctaHgapTte X.800
ABnsaeTca:
1. UHdopmaumoHHas 6a3a ynpaBneHus 6e30nacHOCTLIO.
2. basa gaHHbIX ys13BUMOCTEN.
3. KoHTponb cornacoBaHHOCTU KOHGUrypauumn pasnuyHbIX KOMNOHEHTOB.
12 U3 nepeuncneHHbix cepsucos ctaHgapTt X.800 npegycmaTpuBaert:
1. LlenocTHOCTb AAHHbIX.
2. AyTeHTUMKaumIO.
3. KoHTponb 3awmieHHOoCTH.
4. O6HapyXeHune 0TKa3oB 1 onepaTUBHOE BOCCTAHOBIIEHNE.
13 Mpotokon TCP/IP oGecneunBaeT:
1. VpoeHTudgukaumio.
2. LHndpposaHue.
3. AyTeHTndmKaumio.
4, Co3paHue BUPTYyanbHbIX KAHANOB.
14 KomnnekT npoTokonos, NnpeanoxeHHbIn IETF, obecneyunBaeT ayTeHTUdMKALNIO, NPOBEPKY

LenoCTHOCTU 1 WwndpoBaHme |IP nakeTos:
1. IPSec.




2.
3.
4.

OSPF.
ARP.
ICMP.

15

MeTog, 06bI4HO NCNOMb3YIOLWMIACA NPOGECCMOHATbHBIMUY B3MTOMLMKAMMU NPY MHGOPMaLIMOHHON

aTake:

1. ATaka Ha Hanbornee 3alULLEHHYIO LieNb.

2 ATaka Ha NPOMEXYTOYHYHIO Liefb.

3. ATaka Ha HaMMeHee 3alULLEHHYIO Lienb.

4 ATtaka ocyulecTBnseTcsa 6e3 ueneHanpaBneHHoOro Bbibopa Lenu.

3.2 MNpopa6oTka maTepuana Ans NOAroTOBKU K NPaKTUYECKUM 3aHATUAM
3.2.1 Wugp u HaumeHosaHue komrnemeHyuu NKB-2 — cnocobeH paspabaTbiBaTh NPOEKTHbIE
peLleHNs Mo 3aLmMTe MHOPMaLIMK B aBTOMaTU3MPOBaHHbBIX CUCTEMaX, MOAEN yrpo3 6e3onacHocTu
MHPOPMALM N MOAENN HAPYLUIMTENS B aBTOMATM3NPOBAHHbLIX CUCTEMAX, MPOEKTbl HOPMATUBHbIX [JOKYMEHTOB,
pernameHTVpyloLWwmx paboTy Mo sawmte nHdopmauum

Howmep TekcT 3agaHus
3agaHuns
16. AamuHuctpuposanne AUC: dyHKUMM agmuHucTpatopa, dyHkumm Cnyxbbl 6e3onacHoCcTu
17. MexaHn3mbl 6e3onacHoCTU s obecnevyeHms «HeOTKa3yeMOCT» CUCTEMbI
18. AOMUHUCTPUpOBaHUe cpencTB 6e3onacHoOCTH
19. CeTu ¢ BblgENEHHbIMWN KaHanamMm 1 nx npenmyLiecTea
20. AyTeHTndukaumsa cyGbLekToB B pacnpedefieHHbIX cuctemax, npobnemsl n peweHus. Cxema
Kerberos.
21. HopmaTtrBHO-NpaBoBOE perynupoBaHme 3alimTbl MHpopMaunn: HanpasneHus 3alnThbl
22. OpraHunsaumoHHo-pacnopsianTenbHasa 3awuta  MHOpMauuKn: Uenu  3awuTbl, MPUHUUNGI
NOCTPOEHUS 3aLMUThI
23. Buabl kpuntocuctem
24. OnucaHnue ctangapta X.509
25. MeToauka BbISIBNIEHNSA KaHanoe HeCaHKLMOHMPOBAHHOIO poctyna K
MHdopMaLnm

3.3 Kenc-sapaHuna

3.3.1 Wughp u HaumeHosaHue komnemeHyuu NKB-2 — cnocobeH paspabaTbiBaTh NPOEKTHbIE
peLleHs Mo 3aLumMTe MHOPMaLIMK B aBTOMaTU3MPOBaHHbBIX CUCTeMaXx, MOAenu yrpos 6e3onacHocTu
MHpOPMALMM M MOAENN HAPYLUIUTENS B aBTOMATM3NPOBAHHBLIX CUCTEMAX, NPOEKThbl HOPMATUBHBLIX JOKYMEHTOB,

ernameHTUpyLmMx paboTty no 3awmte nHopmMauum
Homep MpymepHble BapuaHTbl 3a4aHui
3agaHus
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KOMMIEKCHON CUCTEMbI 3aluTbl UHGOpPMauuuW; Mepeuncnntb OCHOBHbIE 3Tanbl NMOCTPOEHMUS
KC3W. Ykasatb FTOCTbI ¢ y4ETOM KOTOPbIX AOIMKHbI ObITh paspaboTaHbl TpeboBaHMA K cuctTeme
3awuTbl UHGOpMaummn. MepeyncnmTe OCHOBHbIE MOHATUSI KOTOpble GyayT onpeaeneHbl npu
npoektuposaHun KC3W.

OTBeT:

1. MoaroToBKa opraHN3aLMOHHO-PacNoPSAAUTENbHON AOKYMEHTauuu.

2. O6cnepnoBaHme MHPOPMaALMOHHOM MHGPACTPYKTYpbl 3aKka3umka.

3. Paspabotka «lnaHa 3awuTtbl MHOpMauumn.

4. Pa3paboTka «TexHn4yeckoro 3agaHusi Ha cosgaHme KC3W».

5. PaspaboTtka «TexHu4yeckoro npoekra Ha cosgaHue KC3U».

6. MpuBeaeHne MHOopMaUNOHHON NH(PPACTPYKTYpPbl 3aKka3yumKka B COOTBETCTBME C
«TexHn4eckum NnpoeKkTomMm Ha cospgaHmne KC3Ux».

7. PazpaboTtka «3kcnnyaTaumoHHOW fokymMeHTauum Ha KC3W».
8. BHegpeHue KC3MU.




9. UcnbiTaHne KC3W.

10. NpoBeneHue rocynapcrteeHHomn akcnepTusbl KC3U u nonyyeHune «Attectarta
COOTBETCTBUAY.

11. Noppnepxka n obcnyxmeaHne KC3U

FOCT P 51583 «3awuTta nHdopmauuu. Nopaaok cozgaHus aBTOMaTU3IMPOBaAHHbIX
cucTeM B 3aWMLLEHHOM UcnonHeHun. O6wme NonoXxeHmsa»

FOCT P 51624 «3awuta uHdopmauum. ABTOMaTU3INPOBaHHbIE CUCTEMbI B 3aLMLLEHHOM
ncnonHeHun. O6wme TpeboBaHUA

Cyb6bekTbl goctyna

MeToabl ynpaBrieHUs 4OCTYNOM

Mepb! 3aWwmThbl MHGhopMaLum

Bupgbl v TUNBLI cpeacTB 3awWmTbl MHhoOpMaLnu
Ctpyktypa KC3U nHdopmaumoHHON cuctTeMbl

MepbI 3aWwmThbl MHGopMaLumM Npu NHEGPOPMaLMOHHOM B3aUMOOENCTBUMN C UHBIMU
MH(POPMaALNOHHBLIMU CUCTEMAMMU U MHPOPMALUMOHHO-TENTIEKOMMYHUKALUNOHHBLIMU CETAMM
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M3yuntb npuHuMn obcnepoBaHusa  3awiMuieHHocTn  obbekta uHdopmaTtusaumm (OWN)
NMocpeacTBOM CYLLECTBYIOLWUX CTaHOApTOB M MeToauk; HanucaTb OT4ET uccnenoBaHus
npeanpusaTUs, 3akpennéHHoro npenogasaTeneM, cogepxawui obume ceBedeHus o
npeanpusTUN, O ero AeATernbHOCTU U OPraHn3aLMOHHON CTPYKTYpe

OtBerT:

[nsa pelweHnsa faHHOM 3a4a4v NPOBOANTCA KOMMNIEKCHoe obcnegoBaHue
3awmweHHocTn OU, pe3ynbTaTbl KOTOPOro OCHOBbLIBAIOTCH Ha BbISIBIIEHHbIX Yrpo3ax
6e3onacHoOCTU MHOpMaLMK U OLleHKe PUCKOB HaHECEHUSA BO3MOXHOrO yulep6a, a Takxe
NO3BONSAIT OLIEHUTb HEOOXOAUMOCTb M AOCTAaTOYHOCTb NPUHATLIX HA 06bLEKTe Mep
obecne4yeHus 6esonacHocTn uHdgopmaumuu. Npeanonaraercs, 4YTo NO pe3ynbTaTam
KOMMnIeKkcHoro obcnengosaHus OU onpeaensitoTcs agekBaTHble noTpebHocTsaam UC (no
cTeneHu 3alMLLEHHOCTHU ee pecypcoB) TpeboBaHUA K CpeacTBaM ee 3alUThbl, YTO
no3BonsieT 4OOUTLCA MaKCUManbLHOM OTAa4YM OT MHBECTULMI B co3aaHue u
obcnyxuBaHue cuctembl obecnevyeHus nHcdopmaumoHHom 6esonacHoctn (COUB) UC.

3apava nposoaumMoro 0630pa cyuecTByrOwmnx ctTaHgapToB U MeToAUK peanusaunm
o6cnegoBaHuA 3awmweHHoctu OU cocTouT B onpepneneHnn oueHKn 06BHEKTUBHOCTU U
NOJTHOUEHHOCTU AaHHbIX CTaHAAPTOB U MeTOAMUK.

Ecnu nocMoTpeTb Ha o6LyI0 CYLLeCTBYIOLLYIO Knaccudmkaumio BMaoB obcnenoBaHus
MB (o6cnepoBaHus 3alWULLEHHOCTH), TO MOXHO BbIAENUTL TPU Buga obcneaosaHus
3aLlNLEHHOCTH:

MHCTPYMeHTanbHoe (AUCKPEeTHOE U HenpepbIBHOE);

o6cnenoBaHue 3awmeHHocT OU Ha COOTBETCTBME CYLUECTBYIOLMM CTaHAApTam U
MeToAuKam;

o6crnenoBaHue 3alULLEHHOCTU KaK YacTu cneuuanu3mpoBaHHbIX uccnepgoBaHuini OU

MNepeyeHb pacCMOTPEHHbIX CTaHAAPTOB U MeTOAMK, ONUCLIBaOLNX NPOLECChI
obcnepoBaHua sawmueHHocT OU, npeacTaBneHbl B cTaHAapTax

ISO/IEC 15408, ISO/IEC 17799, ISO/IEC 27001:2005 u ISO/IEC 17799:2005 a

Takxke pykoBoasawmx aokymeHtax ®CTIK. NMpennonaraetcs, 4to B pe3ynbraTe
KOMMJIeKCHOro o6cnegoBaHus 3awmweHHocTn OU npoucxoauT BblgeneHue akTyanbHbIX
yrpo3 6e3onacHocTu MHdopmMaLmmu 1 onpeaerneHne nepevyHss KOHTpmep — 3chheKTUBHbIX
MeTOAOB NPOTUBOAENCTBUA 3HAUYUMbIM yrpo3am. OgHako npoBeaeHHas oLeHKa
nokKasbiBaeT, YTO YeTKOoe CliefoBaHMe CyLLeCTBYIOLWMM CTaHAapTamM U MeToAaMm U, Kak
cnepcTBye, 06 bLEKTMBHOCTb UM NOJSIHOTA BblAaBaeMbIX IKCMEPTHLIX OLLEHOK B xoAe
npoBefeHUsa o6¢cneaoBaHUA 3aWMLLEHHOCTM BO MHOTOM 3aBUCUT OT KBanudukaumm




9KCnepTa, npoBoasdLliero obcnegoBaHMe 3aLULLEHHOCTM.

Takum obpa3om, CTaBUTCA akTyanbHasA B HacToslllee BpeMsA 3apjaya no paspaboTke
MexaHu3Ma (M MeToauku) obcnegoBaHuA 3awmweHHocT OU, cnocobHoro BbigaBaTh
O06OCHOBaHHbIE  KONINYECTBEHHble  OLEHKU  3IDDEeKTUBHOCTA  NPUHATBLIX  Mep
NpoTMBOAENCTBUA, OOOCHOBAHHOIO KONIMYECTBEHHOrO pacuyeta [AeCTPYKTUBHbIX
BO3OEeMCTBUWA, nNpoBedeHMA oueHkn yrpo3 OW. Pesynbtatom npumeHeHuA
pa3pabaTbiBaeMOro MexaHu3mMa AOSMKHO CTaTb CHUXEHWE CYOBHEKTUBHOCTU KOHEYHbIX
OLIEHOK COCTOSIHUA 3awmieHHocTy OU 1M BO3MOXKHOCTb OGOCHOBaHHOMW OLEHKM
3ppeKTUBHOCTU NPUHATLIX MEpP NapMpoBaHus yrpo3 Ha OU.
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PaspabotaTb nepedeHb HOPMATMBHBLIX [JOKYMEHTOB Ha OCHOBE KOTOPbIX OCYLLECTBsieTcs
NMOCTPOEHME CUCTEMBI 3alMTbl MHAOPMALMN M NepeyeHb OEeNCTBUIA, OCYLLECTBSIOWMXCA B
KaXKaoM 13 aTanoBs

OTBerT:

OT1an 1. PopmupoBaHuMe TpebOBaHNM K CUCTEMe 3aluUTbl MHoOpMaumn
(npeanpoeKkTHLIN 3Tan).

1.1 MNpuHATME pelleHnAa 0 HeobxoAMMOCTH 3awWmTbl o6pabaTbiBaeMon uHopmaumu.

1.2 Knaccudmkaumsa o6bekTa no Tpe6oBaHMAM 3aWmnThbl UHPOPMaL MM (ycTaHOBNEHue
YPOBHS 3aliuLeHHOCTU obpabaTbiBaeMon uHdopmaumm).

1.3 OnpepeneHue yrpo3 6esonacHocTu nHdopmaumm, peannsayms KOTOpPbIX MOXeT
NpUBECTU K HapyLleHUo 6e3onacHocTu o6pabaTbiBaeMon MHoOpMmaLun.

1.4 OnpepeneHue Tpe6oBaHUN K cUCTEMe 3alUTbl UH(opMaLmn.
Otan 2. Pa3paboTka cuctemMbl 3aWuTbl MHPOPMaLuum (3Tan NPOEKTUPOBAaHUA).
2.1 NMpoekTpoBaHue cucTembl 3aWwmTbl MHopMmaLun.

2.2 Pa3paboTKka 3KcniyaTauMOHHOM JOKYMEHTaLMn Ha CUCTEeMY 3alUUTbI
nHcpopmauun.

Ortan 3. BHegpeHue cuctembl 3awmMThbl MHPOPMaLMmM (3Tan yCTaHOBKU, HACTPOMKM,
McnbITaHUN).

3.1 YcTaHOBKa 1 HacTpoMKa CpeacTB 3aluTbl MHhopmauuu.

3.2 BHeapeHue opraHM3auMoOHHbIX Mep 3awWuTbl MHopMaumMm, B TOM Yucre,
pa3paboTka 4OKYMEHTOB, onpeAensowmx Npasuna u npoueaypsbl, peanusyemMble
onepaTopoM Ans o6ecnevyeHUs 3aWmnTbl UHOpPMaLIMK B Xo4e IKCNnyaTauum o6 bekTa.

3.3 BbisiBneHune v aHanus inSBVIMOCTeﬁ nporpaMmMHbIX U TeXHUYEeCKUX cpeacTs,
NpUHATUE Mep NO UX yCTpaHeHUHo;

3.4 UcnbiTaHnA 1 onbITHasA JKcnnyaTtauymm cuctembl 3alliMThbl VIHCbOpMaLIVIM.

dtan 4. NoaTBepxaeHUe COOTBETCTBUA CUCTEMbI 3alUTbl MHpopMaumum (3Tan
OLIEHKM).

4.1 NMopaya n paccMmoTpeHMe 3asiBKM Ha aTTecTauuio.

4.2 NMpepBapuTenibHOe O3HAKOMJIEHUEe C aTTeCTyeMbIM 00 bEKTOM (Npu
HeobxoaumocTwm).

4.3 Pa3paboTka nporpaMmMbl U METOOUKM aTTeCTaUUOHHbIX UCTNbITAHUN.
4.4 NpoBegeHne aTTeCTaUNOHHbIX UCTNbITAHUA OO BLEKTA.

4.5 OchopmneHune, perucTpaums U Bblgada aTrectata COOTBETCTBMS.
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Paspabotatb HopmaTtuBHble AokyMeHTbl PCTOK no moctpoeHmio mogenu yrpo3d. NoctpouTb
MoAenb Yrpo3 WHMOPMaUMOHHOM CUCTEMbI MepcoHarnbHbIX AaHHbIX YHKLUOHUPYOLWEN B
Bawewn opraHusauyuu.

OTBeT:
B cooTrBeTCcTBUM C «MeTOAMKOM ONnpeaeneHust akTyarnbHbIX Yrpo3 6e3o0nacHOCTU




nepcoHasnbHbIX AAaHHbLIX NPU UX 06paboTke B MHPOPMALMOHHBLIX CUCTEMAX
nepcoHasnbHbIX AaHHbIX» padpabotaHHon ®CTIK, onpeaeneHne ypoBHA UCXOOQHOMN
3alWULWEHHOCTU NPOU3BOAUTCA HA OCHOBaHUM aHanNn3a TeXHUYEeCKUX 1
3aKcniyaTauMoHHbIX Xxapaktepuctuk UCTOH.

McxoaHbi ypoBeHb 3alMLLEHHOCTU onpenenseTcsa creaylowmum oopa3om:

MCINOH nmeeT BbICOKUA YPOBEHb NCXOAHOWN 3alULLEHHOCTH, ecnu He meHee 70%
xapaktepuctuk UCINOH cooTBETCTBYIOT YPOBHIO KBbICOKUI» (CYMMUPYHOTCA
NONoXUTemNbHbIE PELIEHUA MO NepBOMY CTONGLY, COOTBETCTBYIOLEMY BbICOKOMY
YPOBHIO 3aLUULEHHOCTH), a OCTalbHble — CpeAHeMY YPOBHIO 3aliMULLEHHOCTHN
(nonoxutenbHble peleHnsa No BTOPOMy cTonouy).

MCINAOH nmeeT cpeaHUN YPOBEHb MUCXOAHOW 3aLUULLEHHOCTH, €CIIU He BbINONHSAITCA
ycnoBus no nyHKTy 1 n He MeHee 70% xapaktepucTuk UCIMOH cOOTBETCTBYIOT YPOBHIO
He HMXe «cpeaHuin» (bepeTcs OTHOLIEHUEe CYyMMbI NOJNIOXUTENbHbIE peLleHUl Nno
BTOPOMY CTONOLY, COOTBETCTBYHOLEMY CpeAHEMY YPOBHHIO 3alUULLEHHOCTH, K oOLemy
KONIMYeCTBY peLleHnn), a OcTanbHble — HU3KOMY YPOBHIO 3alUULLEHHOCTM.

MCINOH nmeeT HU3KYIO CTENEHb UCXOAHOM 3aLMLLEHHOCTU, €CIIN He BbINMOJNHAKTCA
ycrnoBus no nyHkTtam 1 um 2.

B cootBetrctBMM c «MeTooukon onpegeneHuss akTyanbHbIX Yrpo3 6e30MacHOCTU
nepcoHanbHbIX AaHHbIX MNpU UX oObpaboTke B WHMPOPMALMOHHbLIX CUCTEMaXx
nepcoHanbHbIX AaHHbIX» pa3pabotaHHon PCTIK, noa 4acToTOM (BEPOATHOCTLIO)
peanusaumMm yrposbl NMOHUMaeTcs onpeAensAeMbid 3KCMNEepTHbIM MNyTeM noKa3aTenb,
XapaKTepusyrolnii, HaCKONLKO BEPOATHbIM SBNAETCA peanu3auus KOHKPETHOM Yrpo3bl
6e3onacHocTtu NOH ana gaHHon UCTOH B cknaabiBalOLWMXCA YCIIOBUAX 06CTaHOBKU

3.4 NMoprotroBkKka poknaga

MpumepHbIe TeMbl ANA Aoknaga

3.4.1 Wugpp u HaumeHosaHue komnemeHuyuu: MNKB-2 — cnocobeH paspabaTbiBaTh NPOEKTHbIE
peLleHs Mo 3aLumMTe MHOPMaLMN B aBTOMaTU3MPOBaHHbBIX CUCTeMaXx, MOAeNn yrpos 6e3onacHoCcTm
MHPOPMALM M MOAENN HAPYLUIMTENS B aBTOMATM3NPOBAHHBLIX CUCTEMAX, NPOEKThbl HOPMATUBHBIX JOKYMEHTOB,
pernameHTupyLLmX paboTy no 3almTe MHdopMaLmumn

Homep Tema goknaga
3a4aHus
30. CraHgapTbl 1 cneundukaumm B obnactu Vb
31. AOMUHUCTPaTMBHbLIN YpOBEHb nb. KoHuenuus " nonuTmuka 6e3onacHocTH
yypexgeHus/npegnpusaTms
32. dakTopbl, BNMAWLME Ha TPeBYEMbI YPOBEHb 3aLLMTbl MHDOPMaLUK.
33. MeponpusaTns, BXxoasiue B cocTaB NpeanpoekTHoro obcrnegoBaHne KoMnaHum
34, MocTtpoenune mogenu yrpo3 NCIMOH ¢ y4eTom BbiGOpa CBOEro BapuaHTa 3agaHus
35. MpuHUmMnbl opraHnaaumm KC3U
36. AHanm3 n oueHka yrpo3 6e3onacHoCcT MHopMauum
37. Knaccudpumkauyms mep obecneveHnst 6€30nacHOCTM KOMMbIOTEPHBIX CUCTEM
38. KagpoBoe noctpoeHne KC3U
39. CtaHpapT oueHkn yassmumocten CVSS
40. MeToabl MaeHTUMKaunm pucka

3.5. NoaroToBKa KypcoBou paboTbl

MpumMepHbIe TeMbl A4NA KYypcOBOM paboThbl

3.5.1 Wugpp u HaumeHosaHue komnemeHuyuu: MNMKB-2 — cnocobeH paspabaTbiBaTh NPOEKTHLIE
peLleHns No 3awmTe MHdopMauumn B aBTOMaTU3MpOBaHHbIX CMCTeMax, Modenu yrpo3 6e3onacHocTu
I/IHQ)OpMaLI.I/II/I n Moaenun HapywmuTtena B aBTOMatu3NpoBaHHbIX CUCTeEMaX, MPOEeKTbl HOPMAaTUBHbLIX AOKYMEHTOB,
pernaMmeHTupyloLwmnx paboTy no sawmre nHdopmalmm

Homep
3agaHus

TekcT 3apaHus




41. MocnepoBatenbHOCTL paboT NPU NOCTPOEHUN KOMMNEKCHOW CUCTEMbI 3allmTbl MHOpMaLuKn ¢
y4yeToM BblbOpa CBOEro BapvaHTa 3agaHus

42, N3ydyeHne MeTOOOB KOMMIIEKCHOINO WUccregoBaHne oObekTa WHGoOpMatM3aumm € y4eToMm
BbIOOpa CBOEro BapuaHTta 3agaHus

43. M3ydeHne wnHopmaumm LUPKYNUpPYOLWen B KOpnopaTUBHOWM WMH(OPMALMOHHON cucTeme C
y4yeToM BblOOpa CBOEro BapuaHTa 3agaHusi

44, N3ydyeHne nocTpoeHusi cucTembl 3alimTbl MHAOPMaUMM Ha OCHOBE HOPMATMBHbBIX aKTOB U
METOAMYECKMX YKa3aHui ¢ y4eToM Bbibopa CBOEro BapuaHTa 3agaHust

45. MocTtpoenune mogenu yrpo3 NCIOH ¢ yyeTom BbiGopa CBOEro BapuvaHTa 3agaHus

46. N3ydyeHne pencTByloLEen HOPMATUBHOW OOKYMEHTaumMm obbekta MHopMaTusaumm ¢ y4eTom
BbIOOpa CBOEro BapuaHTta 3agaHus

47, CocTtaBneHune nnaHa MeponpuUaTUI MO yNy4LEeHWIO 3aULLEHHOCTM 06bekTa nHopmaTu3aumm
C y4yeToM BblOOpa CBOEro BapvaHTa 3agaHus

48. PaspaboTtka nonutukn nHdopmaumoHHon 6e3onacHOCTU ¢ y4eToM BblOOpa CBOEro BapuaHTa

3agaHuna

3.6 3aueT (cobecepoBaHue)

Bonpocbl ansa 3avyeta

3.6.1 Lugpp u HaumeHosaHue komrnemeHyuu: NKB-2 — cnocobeH paspabaTbiBaTh NPOEKTHbIE
peLleHns No 3awmTe MHdopMauumn B aBTOMaTU3MPOBaHHbIX cMCTeMax, Modenu yrpos 6esonacHocTu
|/|H¢)op|v|au,|/||/| n Moaenun HapywmuTena B aBTOMaTu3nMpoBaHHbIX CUCTeMaXx, NPOeKTbl HOPMaTUBHbIX JOKYMEHTOB,
pernaMmeHTpylwmnx paboTy no sawmre nHopmamm

Howmep TekcT Bonpoca (3agayn, 3agaHus)
BOrnpoca
(3apaum,
3agaHus)

49, OnpepgeneHune n mecto npobnem nHpopmaumoHHoM 6e3onacHOCT B 00LLEN COBOKYMHOCTH
MHpOPMaLMOHHBIX NPOBIeM COBpeEMEHHOro obLiecTBa. AHan13 passuTus NOAXOA0B K 3aliute
nHpopmaunn. CoBpeMeHHasi NOCTaHOBKa 3a4ayu 3alinTbl MHGOpMaLUK.

50. OcobeHHOCTHM M cOCTaB Hay4HO-METOAONOrM4Yeckoro 6asmnca pelleHnst 3agad 3awmuTbl
nHpopmauun. ObLiemeTogonornyeckme NPUHLUMMNbLI GOPMUPOBAHNSA TEOPUUN 3aLLUTDI
MHdOpMaLIn.

51. OcHoBHOEe coaepXaHue Teopum 3awmTbl MHGOopMauun. Mogenu cuctemM 1 NpoLeccoB 3aLUnTbI
MHdopMaLInu.

52. OnpepgeneHue 1 copepxaHue MOHATUS Yrpo3bl UHoOpMaUun B COBPEMEHHbIX CUCTeMaXx ee
obpaboTtkn. CuctemHas knaccudpukaums yrpo3. Cwucrtema nokasatenenm Yys3BMMOCTU
UHopMauun. MeTtoabl U MOLENN OLUEHKN YA3BUMOCTU UHGDOpMaLIU.

53. MocTaHoBKa 3agaun onpegeneHvns TpeboBaHWW K 3awmTte uHdopmauun. MeToabl OLEHKM
napameTpoB 3aluaemon nHpopmauyun. dakTopsl,

BNMAKLLME Ha Tpebyembln ypOBEHb 3aLMTbl MHCPOpMaLmK.

54, OnpepgeneHue n obLLEMETOA0NOMMYECKNE NPUHLMMNBI MOCTPOEHUS CUCTEM 3aLUUThI
UHopmaumnn. OCHOBbI apXUTEKTYPHOro NOCTPOEHUS CUCTEM 3alUUTbI. Tunusauuns u
CTaHgapTM3aumsi CUCTEM 3alUNTHI.

55. OcHOBHbIe BbIBOAbI M3 UCTOPUN Pa3BUTUSA TEOPUN U NPAKTUKM 3aLLnUTbl MHOpMaLnn.
MepcnekTnBbl pa3BUTUS TEOPUM M NPAKTUKN 3alMTbl. TpaHcdopmauus Npobnembl 3aLuUTbl
Hdopmaumm B npobnemy obecnedeHnss MHpoOpMaLMOHHON 6e30NacHOCTY.

56. OcHOBHble MOAXOAbl K OLEHKE W NpuHLUMMbI OueHkn GesonacHoctu UT, ucnonb3yemble B
TCSEC, ITSEC, P Noctexkomuccun Poccum. CxoacTBo 1 pasnuuns.

57. KoHuenuwns paspaboTtku n oueHkm C3UW HCL, pencreytowas B Poccun (Ha ocHose P
loctexkomuccum Poccum). CxoacTBO M pasnuums B nogxodax k oueHke 6esonacHoctu UT,
nsnoxeHHobix B P Noctexkomumccnn Poccnmn n « OBLmx KpUTepumsax».

58. KoHuenums oueHkn 6e3onacHoctn UT, nexawasn B ocHoBe «O6wux kputepmesy. CxoacTeo u
pasnuuusa B Noaxoaax K oueHke 6esonacHoctn UT, nanoxerHbix B P Noctexkomuccun Poccum
n «OBLMX KpUTEPUAXY .

59. MonsaTture n cywHocTb KC3W. HasHavyeHne KC3W. MeToaunka BbISIBNEHWS HapyLunTenen
(He3akoHHbIX NOMb30BaTeNen) U CoCTaBa UHTEPECYHOLLIEN X NHGOPMALIUN.

60. MeTogonorus 3awmTbl HpopMaLnn kak TeopeTudeckmii 6asuc noctpoeHuns KC3W. OueHka
CcTerneHn yassMMoCcTn nHopMaLmMm B pesynstate AeNCTBUN HapyLumMTernen pasnuyHbIX
KaTeropumn.

61. MeTtoguka BbISIBNIEHNS KaHanoe HeCaHKLMOHMPOBAHHOIO joctyna K




uHpopmaumn. OnpegeneHne UCTOYHNKOB AecTabunumanpyoLlero BO30encTans Ha
MHGOPMaLINIO M BUAOB MX BO3OENCTBUS.

62. MpuHumnbl opradm3aumm KC3U. CooTHoLweHe Mexay KaHanamu HeCaHKUMOHUPOBAHHOTO
JOCTyna 1 NCTOYHMKaMM BO3AENCTBUS Ha MHpopMaLmio.

63. OcHoBHble TpeboBaHusi, npeabsierisiemble kK KC3W. OnpeneneHne BO3MOXHbLIX METOAOB
HECaHKLMOHMPOBAHHOIO A40CTYNa K 3alMaeMon MHopMauumn.

64. CopepxaTtenbHas xapakTepucTuka atanos paspabotku KC3W. AHanma noTeHumanbHbIX

NocneacTBUN peanv3aunm HeCaHKLMOHMPOBaHHOIO JocTyna.

65. OcHoBHble dhakTopbl, BNvsoLwme Ha opraHmaaumto KC3W. OpraHmsaunoHHo-npaBoBas opma
N XapaKTep OCHOBHOW AeATENbHOCTU NPeanpusitTus.

66. OcHoBHble dhakTophl, BNusowme Ha opraHmdauunio KC3W. CoctaB, 06beM 1 cTeneHb
KOHMAEeHUMansHOCTH 3awmaemon nHpopmauun. Metoamka BbisiBNeHWsS cnocobos
BO3ENCTBMSA Ha MHopMaLmo

67. OcHoBHble ¢akTopsl, BNuaoLme Ha opraHmsaumio KC3W. CTpykTypa u TepputopmanbHoe
pacnonoxeHue npeanpuatusa. OnpegeneHme NpuYmH, o6CTOATENBCTB 1 YCNOBUIA
aectabunusnpyroLero Bo3gencTens Ha uHpopmaumio.

68. OcHoBHbIE dakTopsl, Brvgaowmne Ha opraHusaumto KC3M. CteneHb
aBTOMaTU3aLMn OCHOBHbIX Npoueayp obpaboTkm 3awmiaemon nHdopmaumm.

OueHka yuwepba oT NoTeHUunansHoro 4ectabunusmpyroLlero BO3gencTeusa Ha MHPOPMaLmIo.

69. MeToauka onpegenexHus coctasa 3awuaemMon nHdopmManmmn. 3HavyeHe HocuTenen
3awuaeMon MHdopmauumn Kak o6bekToB 3awmTbl. PakTopbl, ONpegensoLme coctas
HocuTenen nHdopmaLnmn.

70. OTanbl paboThbl N0 BbISBMEHUIO COCTaBa 3alluaemon nHpopmauun. Metogmka

BbISIBIIEHNS  COCTaBa HOCUTENEN 3awmaemon VIH(*)OpMaLJ,I/IVI. XpaHl/IﬂVILLI,a
HocuTenen I/IH(*)OpMaLI,VIVI Kak 00BbEKT 3aLUUTHI.

4. MeToauyeckue Matepuanbl, onpegensirowue npouenypbl oLeHUBaHUSI 3HAHUN,

YMEHUU, HaBbIKOB U (UNKN) onbiTa AeATENbHOCTMH,
XapakTepusyrLwmx atanbl GOpMUPOBaAHUA KOMIMETEHLUN

Mpouenypbl OLEHUBAHUA B XO04€ U3YYEHUS] ANCLMMINHBI 3HAHUA, YMEHUIN N HABbLIKOB,
XapakTepusyLwmx atanbl popMmMpoBaHNSA KOMNETEHUUI, pernaMeHTUPYHTCHA NONOXEHNAMMU:

- M BIrYUT 2.4.03 MNonoxeHne 0 KypCoBbIX 3K3aMeHax 1 3a4yeTax;

- 1 BI'YUT 4.1.02 lNonoxeHne O penTUHIOBOM OLEHKEe TeKyllen ycneBaemMocTu, a
TaKkKe MeToANYECKMMU YKasaHUAMMU.

MToroBasi oueHka Mo AucuuninHe onpependeTca Ha OCHOBaHWUKM onpeaeneHnd
cpeaHeB3BELLEHHOMY 3Ha4YeHn4A ©annoB no KaXXOoMy 3alaHnIo.



5. OnucaHue nokasarenen n KpUTepueB OLLleHMBaHUA KOMNETEeHLMI Ha Pa3NUYHbIX 3Tanax ux oopMMpoBaHUA, onucaHue LKan
OLleHUBaHUA ANA KaXaoro pesynbTata o6y4yeHUs No gucuunivHe/npakTuke

Pesynbtatbl 06y4eHus
no aTanam
dopmumpoBaHus
KOMMNEeTeHLUNn

MNpeomeT oueHkM
(MpoAyKT unu
npouecc)

NokasaTtenb
oLeHuBaHUsA

Kputepum oueHnBaHus
chopMMpPOBaHHOCTU KOMMETEHLINN

LLikana oueHnBaHusA

Akagemmnyeckas oLeHka
unun Gannsl

YpoBeHb OCBOEHUSI
KOMMeTeHunn

Wugpp u HaumeHoeaHue komnemeHuyuu NMKB-2 — cnocobeH paspabaTbiBaTb NPOEKTHLIE PELLEHMUS MO 3alUTe MHOPMaLUM B aBTOMATM3NPOBAHHbLIX CUCTEMAX,
Mogenu yrpo3 6e3onacHoCcT! MHOPMaLM U MOAENWN HAPYLUUTENS B aBTOMaTU3NPOBAHHBIX CUCTEMAX, NMPOEKTbl HOPMATUBHBLIX JOKYMEHTOB, pernaMeHTUpyowmux paboTty no

3awuTe nHgopmaLlmm

3HATDb: 6a3oBble NnoOHATUA
COBPEMEHHbIX METOA0B
oueHkun 6esonacHocTu
KOMMbIOTEPHbBIX CUCTEM;
npobnemsl obecneyeHus
BesonacHocTn
UHdopmaumm, pelaemblie ¢
npuMeHeHnem
COBPEMEHHbIX METOL0B U
cpencTB 3alnThbI
MHdopMaLuK B
KOMMbIOTEPHBIX CUCTEMAX;
NPVHLUMMBI 1 CNOCO6bI
NCMNonb30BaHWs
CYLLIECTBYIOLLMX CPEACTB
3awmnTbl HopMauun B
KOMMbIOTEPHBIX CUCTEMAX;
NPUHLMMbI NPUMEHEHMS
COBPEMEHHbIX METOO0B
oueHkn 6e3onacHoCTu
KOMMbIOTEPHBIX CUCTEM

Tect

(TecToBble 3agaHuA K
3a4eTy)
CobecenoBaHue
(3aver)

YpoBeHb
3HaHWM

50% v 6onee npaBWbHbLIX OTBETOB

3a4yTeHo

OcBoeHa
(6azoBbIn,
MOBbILLEHHbIN)

meHee 50% npaBubHbIX OTBETOB

He 3ayTteHo

He ocBoeHa
(HepocTaTOYHBIN)

YMETb: BbISIBNATL Yrpo3sbl
onpenensaTb nx
aKTyanbHOCTb A4S
COBPEMEHHbIX
KOMMbIOTEPHbIX CUCTEM;
onuckiBaTb (MoaennpoBaThb)
06bEKThI 3aWnThbl U Yrpo3bI
BesonacHocTn
KOMMbIOTEPHBIX CUCTEM;
NPUMeEHsITb Hanbonee

A heKTUBHbIE MeTOAbI

Kenc-3apaHune

YmeHune
NPUMEHSITb
Nnony4YeHHble
3HaHus

85% 1 Bonee NpaBuIbHbIX OTBETOB

OTnnyHo

OcBoeHa
(NOBbILLEHHbIN)

75-84% npaBurbHbIX OTBETOB

XopoLuo

OcBoeHa
(NOBbILLEHHbIN)

65-74% npaBuUrbHbIX OTBETOB

yﬂOBﬂeTBOpMTeﬂbHO

OcBoeHa
(6a30BbIi)

MeHee 64% npaBunbHbLIX OTBETOB

HeyAOBHETBOpMTeﬂbHO

He ocBoeHa
(HepocTaTOYHbIN)




obecneyeHuns 6e3onacHoOCTH
KOMMbIOTEPHbIX CUCTEM;
NPUMEHSITb COBPEMEHHbIE
MeToAbl OLIEHKN
6e3onacHocTH
KOMMbIOTEPHBIX CUCTEM

BNAOETb: npaktnyeckumm
HaBbIKaMWN NPUMEHEHMS
MeToa0B obecnevyeHuns
6e3onacHocTH
KOMMbIOTEPHbBIX CUCTEM;
HaBblkaMW MPUMEHEHMS
COBPEMEHHbIX METOO0B
OLIeHKM Be3onacHoCcTH
KOMMbIOTEPHbBIX CUCTEM;
HaBblkaMW NMPUMEHeHMS
COBPEMEHHbIX METO0B
OLleHKN 6e3onacHocTH
KOMMbIOTEPHbLIX CUCTEM U
MOZENMPOBAHNS PasfNyYHbIX
yrpo3 6esonacHocTu
WHopmauum B
aBTOMAaTU3NPOBAHHbIX
cuctemax

KypcoBas paboTta

MeTtoauka n
NpaBUITbHOCTb
peLueHus
3aga4yn

O6yuatowuincsa pasobparncs B 3auTeHo OcBoeHa
npeanoXXeHHON KOHKPETHON cUTyauuu, (6a3oBbIn,
CaMOCTOATENbHO PELLNIT MOCTAaBMEHHYIO MOBbILUEHHbIN)
3a4a4y Ha OCHOBE MOJTyYEHHbIX 3HAHWUM

O6yuatowuics He pasobparncs B He 3auteHo He ocBoeHa

CMOXMBLUEWCA CUTYaLNUU, HE BbISIBUN
MPUYUHBI CIYYUBLLETOCS U HE NPEANOXNI
BapuaHTOB peLleHUs

(HepocTaTOYHBIN)
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