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1. Llenn v 3apauv AMCUMNNUHBI

Llenbto ocBoeHuss auvcuunnuHbl (Moaynsl) aABnsieTcss popMmpoBaHUE KOMMNeTeHUUn
obyvatoLerocst B obnactu npodeccnoHanbHOn AeaTenbHOCTU U cdhepe NpodhecCcnoHanbHON
AEeATENbHOCTMU:

PaspaboTka cuctem 3awumtbl MHOpMaLMM aBTOMaTU3NPOBAHHbIX CUCTEM, (PhOpMUPO-
BaHue TpeboBaHW K 3amnTe Hpopmauumn B aBToMaTM3MpoBaHHbIX CUCTEMAX

[vcumnnuHa HanpasreHa Ha pelleHue 3agay npodeccnoHanbHOW OeATeNIbHOCTU Ha-
YYHO MccregoBaTenbCckoro Tuna (o6ocHoBaHne HeOH6X0AMMOCTU 3aLUTbl UHCpOpMaLMK B aB-
TOMaTU3MPOBAHHOW CUCTEME; MOLENMPOBaHNE 3alUULLEHHBIX aBTOMAaTU3NPOBAHHbLIX CUCTEM
C Uenbio aHanmsa ux ya3sBumocTen n appekTMBHOCTN CpeacTs M cnocoboB 3awmTbl MHGOP-
MaLMmM) aKcnnyaTaumoHHOro Tuna (paspaboTka aKcnnyaTaunmoHHOM JOKYMEHTauUmMmM Ha cucte-
Mbl 3aLMTbl MIHOPMaLUM aBTOMATU3UPOBAHHLIX CUCTEM).

Ob6bekTamun npogeccrmoHanbHON AeATENBHOCTU ABMAIOTCS:

— aBTOMAaTM3MPOBaHHbIE CUCTEMbI, PYHKLMOHUPYIOLLME B YCMOBUSX CYLLECTBOBaHUS
yrpo3 B MHpopMaLumnoHHon cdepe n obnagarowme MHpoOpMaLnMOHHO-TEXHONOMMYECKUMU pe-
cypcamu, noanexawmmu sawmre;

— MHOPMAUVOHHbIE TEXHONOMMKU, hopMmnpyrome NHPOPMaLIMOHHYIO MHPPaCTPYKTY-
py B YCMOBUSIX CyLLECTBOBaHUS yrpo3 B UH(OPMaUMOHHOW cepe U 3agencTBylolne UH-
PopMaLIMOHHO-TEXHONOMMYECKME PECYpPChbl, Noanexaline 3allmTe;

— TexHosnormm obecnevyeHna MHPOpPMaLMOHHOM Be30MacHOCTU aBTOMAaTU3NPOBAHHbLIX
cUCTeM;

— CUCTEMbl YrnpaBneHns WMH(OPMaLMOHHON Ge30MacHOCTbD aBTOMAaTU3NPOBAHHbLIX
CUCTEM.

2. MNepeyeHb NnaHUpyembiX pe3ynbTaTOB OOy4YeHWUsl, COOTHECEHHbIX C NNaHu-
pyemMbIiMU pe3ynbTaTaMuM OCBOEHUs1 06pa3oBaTeNnbHOM NporpamMmmbl

Ne Kog CopgepxaHue KoM- B pesynbTaTte nsyyeHus y4ebHon gucumnnuHel obydatrowmmncsa gon-
n/m| komne- | neTeHuuw (pe3ynb- XEH:
TeHUn TaT OCBOEHNS) 3HaTb yMeTb BnageTb
1 MK-9 |cnocobHOCTbIO yYa- |KpUTEPUM OLIEHKWU 3alLMLLEH- | OCYLLECTBNATb HaBblKamMn OLeH-
cTBOBaTb B paspa- |HOCTU obbekTa WHdOopMaTU-|KOHTPONb obecne-|kn  3almLLEeHHO-
0OTKe 3allMLLEeHHbIX | 3aUun, TEXHUYECKUEe CpedcTBa |YeHUs YpPOBHS 3a-|CTM aBToOMaTusu-
aBTOMaTU3MPOBaH- | KOHTPOISA 3(pPEKTUBHOCTY | LUMLLEHHOCTN  aB- | pOBaHHbIX  BaH-
HbIX cucTem B cde-|Mep 3awuTbl MHGOpMaUMM B | TOMaTU3NPOBaH- KOBCKMX CUCTEM C
pe npodeccuoHarnb- | aBTOMaTU3MPOBaHHbIX  0OaH- [HbIX ~ GaHKOBCKMX | MOMOLLbI  TUMO-
HOW OeATENbHOCTU | KOBCKMX CUCTEMax, MeTodbl |CUCTEM; BbIX  Nporpamm-
WU3MEPEHN, KOHTPONs W Tex- HbIX CPEACTB
HWYECKMUX pacyeToB XapakTte-
pUCTUK nporpamMmmHo-
annapaTtHbIX CpeacTB 3awuThbl
WHopmaunn.

3. Mecto aucumnnuHel (Mmoayns) B ctpyktype OOl BO

AuncumnnuHa otHocuTes K 6roky OT[.dakynetatuseel Ol 1 ee BapnaTMBHOM YacTu.

N3yyeHne ancumniiMHbl OCHOBaHO Ha 3HAHWUSX, YMEHUAX U HaBblKaX, MOMyYeHHbIX Npu
n3yvyeHnn obyyarLmMMNCa ANCUUMIAH U NPOXOXOEHUN NPAKTUK:

— OTKpbITble NHPOPMALMOHHBLIE CUCTEMBI;

— TexHonorumn pa3paboTkn 3aLuLLEeHHOro AOKyMeHToobopoTa;

— YyebHasa npakTuka, npakTnuka rno noslyd4eHuto nepBuYHbIX NPOodeCcCUoHanbHbIX yme-
HUR,

— [NpousBoacTBeHHas NpakTuka, NpakTuka rno nofyyeHuo npodPecCnoHarnbHbIX yme-
HUW 1 onbiTa NPOJECCUOHAaNbHOM AeATENTbHOCTU;



AucumnnuHa aBnaeTcs npegwecTBYOWENn MPOXOXAEHUA NPOU3BOACTBEHHOW (npea-
ANNSIOMHON) NPaKTUKW, 3aLlmTbl BbIMYCKHOW KBanuukaunmoHHon paboTbl, BKMKOYas MNOAro-

TOBKY K npoueaype 3alunTtbl 1 npouenypy 3alnThbl.

4. O6bem gucumnnuHbl (MoAayns) U BUAbI y4yebHoM paboThbl

O6Lwasa TpyaoeMKOCTb ANCUMNNNHBI (MOLYINS) COCTaBNSAET 2 3a4eTHble eANHNLbI.

Buabl yue6HOM paboThI Bcero CemecTtp
yacosB 8
akag.u akag. u
O6Lwas TpyaoeMKoCTb ANCUMMIUHBI (MOAayns) 72 72
KoHTakTHas paboTa B T. 4. ayaUTOpPHLIE 3aHATUS: 30,85 30,85
Nekunn 15 15
8 MoMm 4Hucrie 8 hopme rpakmuy4eckol rnod2omoeKu - -
[NpakTnyeckme 3aHaTna 15 15
8 MOM 4ucrie 8 hopme rpakmuyeckoli Mo020mosKuU 15 15
KoHcynbTauumn Tekywimne 0,75 0,75
Bug atTrectauum — 3avyer 0,1 0,1
CamocTosiTenbHas paboTa: 41,15 41,15
[MpopaboTka MmaTtepuanos No nekumnsam, ydebHmkam, y4ebHbiM nocobusam 15 15
lNoarotoBKa K NpakTUY4ECKNM 3aHATUAM 15 15
[JomauiHee 3agaHune 11,15 11,15

5 CogepxaHue gucuMnnuHbl (Moayns), CTPYKTypMpoBaHHOe Mo Temam (pasge-
nam) c ykasaHMeM OTBeAeHHOro Ha HMX KONnuyecTBa akajeMMU4YeCcKMX 4YacoB U BUMAOB

y4eOHbIX 3aHATUN

5.1 CogepxxaHue pa3genoB AUCLUNIUHBI (MOAyNA)

Ne HanmeHoBaHue pas-
n/n Aena aMcumnivHbl

CopepxaHue pasgena
(ykasbiearomesa membl u Oudakmuyeckue eQUHUUbI)

TpyooeMkocTb pas-
Jena, yac

O6bwure noHATUA 0O
1 | uHdOPMALIMOHHBIX
TEXHOmMormsax

AnnapaTHoe M nporpammHoe obecneveHue BbIMUCITU-
TENbHOW TEXHUKKN, UHAOPMALIMOHHbIE MPOLECCHl U UH-
dopMaLUUNOHHbIE TexHonorun. CUCTeEMHOe U npuknag-
HOe nporpaMmmHoe obecneyeHue, MOHATUE WHOpPMa-
LMOHHBIX pecypcoB (06beKToB) 1M nonb3osBaTenen AaH-
HbiX pecypcoB (cybbekToB). OCHOBHble YHKLUKN one-
paunoHHon cuctembl M3BM, BCTpOEHHbIE BO3MOXHO-
CTM pasrpaHuveHms goctyna, GrokmpoBka [ocTyna K
paboyert ctaHuun. geHTndukauusa n ayteHTndukaums
nosfib3oBaTefnien aBTOMaTM3MPOBAHHbLIX CUCTEM, MOHS-
TWEe YYEeTHbIX 3anucen, NONHOMOYUA aAMUHUCTPATOPOB
W nonb3oBaTtenen cuctem (NpueBuneruu, ponu), aBTo-
MaTuyeckass OnokvMpoBka/pa3bniokMpoBKa y4eTHbIX 3a-
nncen. Vicnonb3oBaHne naponewn, NMoHSATUE CTPYKTYpbl
naponsd, npasuna Bbibopa CTOMKMX naponen, nogdop
naporsew ¢ NCMNosfib30BaHME CreLmanmM3mpoBaHHbIX Npo-
rpamMm. Kcnonb3oBaHne noKanbHO-BbIYUCIIUTENbHBIX
ceTeln, NOHATUE CEeTEBbIX PECYPCOB, U30IMPOBAHHOCTb
CErMeHTOB J1OKaIlbHO-BbIYNCIUTENbHBIX CETEN, pasrpa-
HUYEeHWe npaB JOCTyna K CETEBbIM pecypcam (Ha npwu-
mMepe cetu B Windows u Linux), aHanu3 cUCTEMHbIX
XKypHanoB, pesepBUpOBaHME U apxMBuMpoBaHWE AaH-
HbIX.
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ObecneyeHne NH-
dopmMaLMOoHHON Ge3o-
2 | nacHocTM u 3awwTa
aBTOMAaTU3MPOBAHHbIX
CUCTEM

WndppoBaHne AaHHLIX NpW XpaHeHUM U nepefayu
(cummeTpu4HOe/acuMmmeTpuyHoe wndpoBaHue). MNoHs-
TMEe 3NEeKTPOHHOW noanucu, UM pPoBbIX cepTUdUKaTOB,
onucaHne MexaHusMoB ayTeHTudukauun. [lonuTtuka
©e3onacHOCTN B CUCTEME, KPUTUYHbIE MHAOPMAaLUOH-
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Hble pecypcbl. PasrpaHnyeHne pgoctyna kK pecypcam,
MOHATUE HEeCaHKLUMOHUPOBAHHOIO OOCTyna M HecaHk-
LIMOHNPOBaHHOrO Bo3aencTBuS. MoHATNE LenoCcTHOCTU
N NMULEH3NOHHON YUCTOTHI NPOorpaMMHoro obecnevyeHns

WHpopmaumoHHas
6e3onacHoCTb B CUC-
Teme baHka Poccum.

PoctoBlmku. Tpaneantbl. Nctopusa 6aHkoB B Poccuw.
Buabl 6aHkoB. ®yHKUMKM OaHkoB. [NpaBoBOEe perynupo-
BaHMe OaHKOBCKOM aesTenbHocTbio. OcobeHHoCTM aB-
TOMaTM3MPOBaHHbIX OAaHKOBCKUX CUCTEM, MWCMOSb3ye-
MbIX B poccunckmx 6aHkax. MIHdpopmaumnoHHoe obecne-
YeHne aBTOMAaTM3MPOBaHHbIX BaHKOBCKNX cuctemM. Tex-

3 | Victopmnsi BaHKOBCKOrO | HMYECKOE OCHaLLleHWEe COBPEMEHHbIX aBTOMaTU3NPO- 26,15
gena. ABTomMaTM3Mpo- | BaHHbIX ©aHKOBCKMX cuctem. [porpammHoe obecneuve-
BaHHble  OaHKOBCKME | HMEe aBTOMaTU3MPOBaHHbIX OaHKoBCKkMX cuctem. WUH-
CUCTEMDI. dopmauunoHHass GesonacHoCcTU rHaHcoBoON cdepbl.
lMnacTukoBble KapTbl, 3NEKTPOHHbIE AeHbrn. Peannsa-
uns TpeboBaHun MHGOpPMaAUMOHHON Ge3onacHoCTU B
cucteme baHka Poccun.
5.2 Paspenbl AgucumnnuHbl U BUAbl 3aHATUN
No INekumm, | Mpaktuye- | CPO,
a/n HanmeHoBaHve pasgena gUCLMNnHbI yac CKUWe 3aHs- | 4ac
IS, Yac
1 | O6wme noHATUs 06 MHPOPMALIMOHHBLIX TEXHONMOIMAX 6 4 10
2 ObecneyeHne nHbopMaLMoHHOM 6e3onacHOCTM 1 3aluTa aBToMaTu- 4 6 15
3MPOBAHHbIX CUCTEM
3 MHdopmaLmoHHasa 6e3onacHocTb B cucteMe baHka Poccun. Victopus 6 4 16,5
BaHKoBCKOro gena. ABToMaTn3mMpoBaHHble 6aHKOBCKME CUCTEMBI.
5.2.1 Jlekunn
Ne | HammeHoBaHue pasgena . TpyooeMKocCTb,
TemaTtvka NpakTU4eCKNX 3aHATUIN (CEMUHAPOB)
n/n ONCUUNNKUHbBI yac
AnnapaTHoe K nporpammMHoe obecneyeHue BblYMCIU-
TENbHOW TEXHUKWN, MHHOPMALMNOHHBIE MPOLLECCHl U UH-
PopmMaLUNOHHbIe TexHonormm. CucTtemMHoe U npuknag-
HOe nporpamMmmHoe obecneyeHune, NoHATME WHopMa-
LMOHHBIX pecypcoB (06beKTOB) U nonb3oBaTenen gaH-
HbIX pecypcoB (cybbekToB). OCHOBHble (byHKUMK one-
paumoHHon cuctembl NM3BM, BCTpOEHHbIE BO3MOXHO-
CTW pasrpaHuM4eHus gocTtyna, GrnokupoBka gocTtyna K
pabouyern crtaHuun. NpoeHTndukauusa n ayteHTuduka-
uus nonb3oBaTenell aBTOMaTU3MPOBAHHbLIX CUCTEM,
OO6wwme noHATMA 06 WMH- | NOHATWE YYEeTHbIX 3anucen, NOSTHOMOYMS agMUHUCTPa-
1 hOpMaLMOHHBLIX TEXHO- | TOPOB WM NMonb3oBaTenen cucteMm (MpUBMMIErUn, ponu), 6
normsax aBTOMaTnyeckas OnoknpoBka/pa3bnoknMpoBKa y4eTHbIX
3anucen. Mcnone3oBaHne naponemn, NOHATUE CTPYKTY-
pbl Mapons, npasuna Bblbopa CTOWKUX Maponewn, noa-
Oop naponen ¢ ncnonb3oBaHWe cneunann3npoBaHHbIX
nporpamMmm. Mcnonb3oBaHne nokanbHo-
BbIYMCIUTESBHBIX CETEN, NMOHSTUE CETEBbLIX PECYPCOB,
N30NMPOBAHHOCTb CErMeHTOB noKarnbHo-
BbIYMCIUTENBHbIX CETEN, pasrpaHMyeHne npas gocTyna
K ceTeBblM pecypcaM (Ha npumepe cetn B Windows un
Linux), aHanmM3 CUCTEMHbIX XypHasnoB, pe3epBuMpoBa-
HWE M apXMBUPOBAHWE LAHHbIX.
LLindppoBaHne [aHHbIX MNpU XpaHEeHUM U nepefayun
ObecneuyeHve  wnHdoOp- | (cuMmeTpuyHOE/acuMmeTpuyHoe LwudposBaHue). [lo-
2 MaLUMOHHOW 6e30MacHo- | HATUE SMEKTPOHHOW Noamnucu, LMdpoBbIX cepTudunka- 4
CTM M 3aluTa aBToMaTu- | TOB, OMMCaHWE MEXaHM3MOB ayTeHTudukaumu. Monu-
3MPOBAHHbLIX CUCTEM TMka ©6e30MacHOCTU B CUCTEME, KPUTUYHBLIE MHGOPMa-
LUMOHHbIE pecypcbl. PasrpaHnyeHne gocrtyna K pecyp-




caM, MOHATUE HEeCaHKUMOHMPOBAHHOrO AOCTyna U He-
CaHKUMOHMPOBAHHOIO BO3aencTBus. [oHATMe uenocT-
HOCTU M NULEH3MOHHON YNCTOTbI MporpaMmMHOro obec-
nevyeHns

WHpopmaLmoHHas
Oe3onacHoCcTb B cuUCTe-
me banka Poccun. Uc-

PoctoBlumku. Tpanesntbl. ictopus 6aHkoB B Poccum.
Buabl 6aHkoB. ®yHKUMKM GaHkoB. [NpaBoBOE perynunpo-
BaHMe GaHkoBcKoW gesTenbHocTbio. OcoBeHHOCTN aB-
TOMaTU3MPOBAHHbLIX OAHKOBCKMX CUCTEM, WUCMOfb3ye-
MbIX B poccuicknx 6ankax. MHdopmaumoHHoe obecne-
YyeHVe aBTOMAaTU3MPOBAHHbLIX OAHKOBCKUX CUCTEM.

3 Topus 6aHKoBCKOro pfe- | TexHuyeckoe OCHalleHUe COBPEMEHHbIX aBTOMaTu3u- 6
na. ABTOMaTU3MPOBaH- | POBaHHbIX BaHKOBCKUX cucTeMm. NporpammHoe obecne-
Hble GaHKOBCKME CUCTe- | YeHMe aBTOMaTU3NPOBAHHbIX B6aHKOBCKMX cucTeMm. WH-
Mbl. dopmauunoHHass 6esonacHoCTM puHaHCOBOW cdepsbl.
lMnacTukoBble KapTbl, 3NEKTPOHHbIE AeHbrn. Peanusa-
uns TpeboBaHMIn MHMOPMAaLMOHHON ©e3onacHoCcTU B
cucteme baHka Poccun.
5.2.2 lNpakTnyeckne 3aHATUA (CEMUHApPBbI)
Ne | HammeHoBaHue pasgena . TpyooeMKocCTb,
TemaTtunka NeKUMOHHbIX 3aHATUN
n/n ONCLUMNIUHBI yac
O6wwme noHATMA 06 mH- | CucTeMa pasrpaHUYeHnst JoCTyna K JoKanbHbIM U ce-
1 OPMALMOHHBIX TEXHO- | TEBbIM pecypcam B oC Windows 4
norusax 2000/XP/2003/Vista/7/8/10.
Ob6ecneyeHne  nHGOp-
o CpenctBa 3awntbl MHOPMaUUM OT HeCaHKLUMOHUPO-
9 | MAUMOHHOW Ge3onacHo- | o ko poctyna (Ha npumepe C3M ot HC[O «Ak- 6
CTV M 3aluTa aBTomMaTU- KopI»).
3MPOBAHHbLIX CUCTEM
UHdopmaumoHHas
6esonacHoCcTb B cucTe-
me baHka Poccun. Uc- .
lMpoBepka BO3MOXHOCTM nogbopa naponen K UHTep-
3 Topusi 6aHKOBCKOro pfe- _ 4
drencam ynpaBrneHnsa CUCTEM.
na. ABTOMaTM3MpOBaH-
Hble ©aHKOBCKME cucTe-
Mbl.
5.2.3 JTabopaTopHbI NPaKTUKYM HE NpeayCMOTpeH
5.2.4 CamocTosTensHas paboTta obyyaromxcs
:}?} HavmeHoBaHWe pasgena ANCunninHbl Bug CPO TPy.D.OfE"\gKOCTb,
O6Lwme noHsTUS 06 MHGOPMaUMOHHBLIX Tex- | [popaboTka MaTepuanoB No nekuu- 5
1 | Honorusix. ObecneyeHne WHMOPMALMOHHON | AM, y4ebHMKaM, y4ebHbIM Nocobusim
OesonacHoCTM 1 3awmTa aBTOMaTM3NpoBaH- | [MoaroToBka K NPaKTUYECKUM 3aHSATU- 5
HbIX CUCTEM AM
MHdopmauuoHHasa 6e3onacHocTb B cucteme | MNpopaboTka matepuanoB no nekyu-
Banka Poccun. Victopusa GaHkoBckoro gena. | siM, ydebHukam, y4ebHbiM nocobmsam >
ABTOMaTM3NPOBaHHbIE 6HAHKOBCKNE CUCTEMBI. MOAroTOBKa K NPaKTUYECKM 3aHSTH-
2 | Obwwue noHATUS 06 WHPOPMALMOHHBIX TEX- | g, 5
HonorusAx. Ob6ecnevyeHne WHEHOPMALNOHHOM
6e30MacHOCTU 1 3almTa aBToMaTU3UMPOBaH- HomaluHee 3afjaHue 5
HbIX CUCTEM
lMpopaboTka maTepuanoB no nekuu- 5
3 NHdopmaumoHHas 6e3onacHocTb B cucTeme | M, y4ebHukam, y4ebHbIM nocobusm
Banka Poccun. Victopusa GaHkoBckoro aena. | MoarotoBka kK MpaKTUYECKUM 3aHATU- 5
ABTOMaTM3NpOBaHHbIE GAHKOBCKME CUCTEMBI. | M
JomauiHee 3agaHune 6,15

6 YuyebHO-MmeTOAMYECKOE U NH(DOPMaLMOHHOE obecneyeHne SUCLUUNITUHbI




6.1 OcHoBHasa nuTtepartypa

1. BeegeHne B MHPOPMALMOHHYKO 6e30nacHOCTb M 3awmTy nHpopmaumm : yyebHoe
nocobue / B. A. TpywwuH, FO. A. Kotos, J1. C. lleBun, K. A. [loHckon. — HoBocubupck : HITY,
2017. — 132 c. — ISBN 978-5-7782-3233-4. — TeKCT : 3fEeKTPOHHbIN // JlaHb : 3NIEKTPOHHO-
6ubnunoteynasn cuctema. — URL: https://e.lanbook.com/book/118219

2. OcrtaneHko, E. A. baHkoBckoe 3akoHO4aTenbCTBO : y4ebHoe nocobue / E. A. Octa-
neHko, T. . N'ypHoBmy. — CTtaspononb : CTIAY, 2017. — 338 c. — TeKCT : 9neKTpOHHbIN //
JlaHb : anekTpoHHO-6nbnuoTteyHasn cuctema. — URL: https://e.lanbook.com/book/107170

3. MHdbopmanmoHHasa 6e3onacHocTb : ydebHoe nocobue / B. H. AceHes, A. B. [Jopox-
kuH, A. J1. Coukos, O. B. AceHeB ; noa pepakumen B. H. AceHeBa. — HwxHuin Hosropog :
HHIY um. H. W. Jlo6ayesckoro, 2017. — 198 c. — TeKcCT : aneKkTpoHHbIN // J1aHb : 9NeKTpoH-
HO-6nbnunoteyvHas cuctema. — URL: https://e.lanbook.com/book/153011

6.2 [lononHuTenbHasa nuteparypa

1. Koanosa, . . NHdopmaunoHHble CUCTEMBI U TexHomnormm BGaHKoBCKOro gena :
yyebHoe nocobue / I'. I. Kosnosa. — Mockea : PTY MUP3A, 2020. — 112 c. — TekcT :
3MIEKTPOHHbLIN // JNTaHb : 9MIEKTPOHHO-OMBNIMoTEYHas cucrtema. — URL:
https://e.lanbook.com/book/163893

2. CepTudukaums cpeacTs 3awmnTbl MHpopmaumm : yuebHoe nocobue / A. A. MuHsies,
FOpknH, M. M. Kosuyp, K. A. AxpameeeBa. — CaHkt-lleTepbypr : CMOIryT mm. M.A. BoHu-
Bpyesuya, 2020. — 88 c. — ISBN 978-5-89160-213-7. — TeKCT : aneKTpOHHbIN // J1aHb :
3NEeKTPOHHO-6MbnnoTeyHasa cuctema. — URL: https://e.lanbook.com/book/180100

6.3 MNepeyeHb y4yebHO-MeTOAUYECKOrOo obecnevyeHus Ans caMocTosATeribHOM pa-
60TbI OGy4arowmxca

NHdopmaumoHHaa 6e30nacHOCTb aBTOMaTU3NPOBAHHbLIX GAHKOBCKUX CUCTEM: METO-
ANYeCcKne ykasaHust Ang caMocTosiTenbHOM paboTbl Ans CTygeHToB, oOy4yalowmxca no Ha-
npasnenuto 10.05.03 NHdpopmaumoHHaa 6e3onacHOCTb aBTOMaTM3MPOBAHHBIX CUCTEM, O4-
Hon ¢popmbl 0ByyeHus / A.B. CkpbinHukoB, WN. A. Beicoukas; BI'YWUT, Kadegpa nHdpopmauu-
OHHoOW 6e3onacHocTu. - BopoHex : BI'YUT, 2021. — 11 c.

6.4 lMepe4vyeHb pecypcoB MH(MpOPMALMOHHO-TENIEKOMMYHUKALUMOHHON ceTn «WH-
TEepHeT», HeoOBXoAUMbIX A OCBOEHUSI AUCLIMNNNHBI (MoAayns)

HanmeHoBaHue pecypca cetn «IHTepHeT» OIEKTPOHHbLIN agpec pecypca
«Pocculickoe obpa3ogaHue» - chedeparibHbili nopmarnl https:/iwww.edu.ru/
HayyHasi anekmpoHHas bubnuomeka https://elibrary.ru/defaultx.asp

HauuoHanbHass  uccnedosamersibckasd  KoMmnbtomepHas | https://niks.su/
cemsb Poccuu

UHppopmayuoHHass cucmema «EOuHoe okHO OGocmyna k | http://window.edu.ru/
0bpasosamersibHbIM pecypcamy

OnekmpoHHas bubnuomeka BI'YUT http://biblos.vsuet.ru/megapro/web
Calim MuHucmepcmea HayKu U ebicuie20 obpasosaHusi P@ | https://minobrnauki.gov.ru/
lTopman omkpbimozo on-line obpasosaHus https://npoed.ru/

OnekmpoHHas uHgopmayUoHHO-0bpa3zosamerbHas cpeda | https://education.vsuet.ru/
@OreOy BO «BIr'YUT»

6.5 MNMepeyeHb MHOPMALMOHHBLIX TEXHOSOrMN, UCNOSIb3YyeMbIX MPU OCYyLLEeCTB-
neHun obpasoBaTenibHOro fpouecca no AucuunnuHe (Moaynio), BKIOYasa nepeyveHb
nporpamMmHoro o6ecnevyeHnss 1 UHPOPMaLNOHHbIX CNPABOYHbLIX CUCTEM

Mpy n3yyeHnn gUCuUnIMHbl UCNOMb3YeTCcs nporpaMmmMmHoe obecneveHne, COBpeEMEH-
Hble npod)eccroHanbHble 6a3bl JaHHbIX U MHPOPMAaLMOHHBIE cnpaBoYHble cuctembl: ANOC
yHMBepcuTEeTa, B TOM 4Yucrie Ha 6ase nporpammHon nnatgopmbel «Cpeaa arnekTpoHHOro oby-
yeHns 3KL», aBTomaTnanpoBaHHas MHOpMaLMOoHHaa 6asa «HTepHeT-TpeHaxepbl», «UH-



https://e.lanbook.com/book/118219
https://e.lanbook.com/book/107170
https://e.lanbook.com/book/153011
https://e.lanbook.com/book/163893
https://e.lanbook.com/book/180100
https://www.edu.ru/
https://elibrary.ru/defaultx.asp
https://niks.su/
http://window.edu.ru/
http://biblos.vsuet.ru/megapro/web
https://minobrnauki.gov.ru/
https://npoed.ru/
https://education.vsuet.ru/

TEPHET-3K3aMeH» 1 ap.
Mpn 0CBOEHMM ANCUUNNNHBI UCNONb3YEeTCA NULEH3NOHHOE N OTKPbITOE NporpaMMHoOe
obecnevyeHne — OC Microsoft Windows, OC ALT Linux, Microsoft Office Professional Plus,

VMWare Player, Oracle VM VirtualBox.

7 MaTepunanbHoO-TeXHU4YeCcKoe obecneyeHne AUCLMNINHLI (Moayns)

Ayantopun ons
npoBeaeHus
HSA-

TUI NeKUMOHHOT
o Tuna, nabopa-
TOPHbIX U NpaKTu-
YECKUX 3aHATUN

Ayn. 420: Komnnektbl Mebenu
ansa yyebHoro npouecca. NOBM-
12 (komnbtoTep Core i5-4460),
NpoeKTop Acer projector
X1383WH, akpaH, cTeHgbl — 5
WT., 6NoK ynpaeneHusa Komnnekca
pPaguoKOHTPONsA U noucka pagmo-
nepegawwmx ycrtponcte «OME-
A» (nepeHocHon), MY 3awuTbl
pPecypcoB CEeTU OT BHYTPEHHMUX W
BHewWwHux atak CISCO ASA5505-
KB, nepeHoOCHOW KOMMNeKkc Ans
aBTOMaTU3aLUN M3MEPEHUIN Npwu
npoBefeHUn  u1ccnegoBaHui
KOHTPOMNS TEeXHUYECKUX CPeacTs
OBT «HABWUIATOP-M3I»; cpea-
CTBO aKkTMBHOW 3aluTbl WHOP-
MauuMn OT yTe4ku 3a cveT nobou-
HbIX 3NIEKTPOMAarHUTHbIX WU3ny4e-
HUM 1 HaBogok « COHATA-P3.1»;
cucTemMa 3awWuTbl peyYeBON  UH-
dopmauunn «CoHaTa-AB-4b»
(UeHTpanbHbIi ONok nutaHusa wm
ynpaBneHuss + Pasmbikatenu B
coctaBe CBA3 CoHnata AB);
npodeccuoHarnbHbIn - 0BHapyxu-
Tenb CKpbITbIX Bugeokamep CO-
KOJI-M (nepeHocHom); nopraTue-
Hbll  OBHapyxuTenb  3aknagok
Protect1203 (nepeHocHon); ycT-
POMCTBO aKTUBHOMW 3aliuTbl WH-
dopmauun  «BETO-My»;  anek-
TPOHHbIA 3aMok Samsung SHS-
2920

Microsoft Windows 7 (64 paspsigHas) Npodeccuo-
HanbHas Jlnuensuns (DreamSpark); Microsoft Office
(standart) 2007 TlpodeccmoHanbHas JinueHaus
(DreamSpark );Microsoft Access 2007 [podec-
cvoHanbHas JlvueHsna (DreamSpark ); Microsoft
Project 2007 T[lpodeccumoHanbHas JluueHsnsa (
DreamSpark); Microsoft Share Point 2007 [lpo-
dreccroHanbHas JInuensna (DreamSpark
); Microsoft Visio 2007 NMpodeccroHanbHas Jlnuex-

3uns DreamSpark )
Microsoft SQL server 2008 lNpodeccunonansHas
InueHsnsa (

DreamSpark); 1 C Npeanpustue JlnueHsus; 7-
Zip File Manager (apxmBatop)becnnatHoe
MO; Adobe Acrobat ReaderbecnnatHoe

MO; Adobe Flash Player becnnatHoe

MO; FAR file managerbecnnatHoe
MO; Google ChromebecnnaTtHoe
(64-bit)becnnatHoe

Lite Codec PackbecnnaTtHoe

MO; Mozilla FirefoxbecnnatHoe
MO; Oracle VM VirtualBoxbecnnatHoe

MO; Sublime TextbecnnatHoe

MO; Symantec Endpoint Protection 12(3ameHeH
Ha AVP Kaspersky)becnnaTtHoe

MNoO; VMWare PlayerbecnnatHoe  [10O; AHTMBMpPYC
“Sopknii rna3”’becnnatHoe
MO; Lazarus (aHanor Delphi)becnnaTtHoe

MO; SmathStudio (aHanor Mathcad)becnnatHoe
MO; NanoCAD (ananor Autocad)becnnatHoe

MO; Gimp (rpaduyckmin penaktop aHa-
nor Photoshop)becnnatHoe [10O; Avidemax (B1aeo
penaktop)becnnatHoe [O; Virtual Dub (Bugeo pe-
paktop)becnnatHoe T[1O; Free PascalbecnnaTtHoe
MO; Ctpax NT Bep.3.0 Ceptudukar ®CTIK Ne
2145 30.07.2013 r.; PeBusop 1XP Ceptudmkat
OCTIK Ne 989 08.02.2015 r.; PeBusop 2XP Cep-
Tndpmkat PCTOK Ne 990 08.02.2015 r.; dukc 2.0.2
Ceptudpmkar ®CTIK Ne1548 15.01.2015 r.; PeBu-
3op cetn Bep.3.0 Ceptudmkat PCTIK Ne3413
02.06.2015 r.; C3WN TlaHumpb K Ceptudukat
®CTOK Ne1973 09.12.2015 r.; C3U Dallas Lock 8.0
K  Ceptugukatr DPCTOK Ne2720 25.09.2015;
C3W Dallas Lock 8.0 C Ceptudukar <dCTIK
Ne2945 16.08.2013

MNO; Java TM 7
MNo; K-

AyauTtopun aons
npoBeneHns 3a-
HATUIM NEKLMNOH-
Horo Tuna, na-
6opaTopHbLIX U
npakTuye-
CKUX 3aHATUN

Ayn. 332a: Komnnektsl mebenu
anst yuebHoro npouecca. NOBM —
12 (komnbtoTEP Core i5-
4570),cpeacTBo aKkTMBHOMW 3allUu-
Tbl MHpopmauum wusgenve «Ca-
not 2000C» ¢ perynsitopomM Bbl-
XOOHOr0 YPOBHSI LUyMa, CTEeHObl —
5 wr.

Microsoft Windows 7 (64 paspsgHas) Npodeccuo-
HanbHas JluueHsusa ( DreamSpark ); Microsoft
Windows 2003 [MpodeccunoHanbHasa JluueHsuns (
DreamSpark ); Microsoft Office (standart) 2007
MpodpeccnonaneHas JlvueHnsma (  DreamSpark
);Microsoft Access 2007 lMpodgeccnoHanbHaga Jln-
ueHsnss ( DreamSpark ); Microsoft Project 2007
MpodpeccnonanecHas JlnueHans ( DreamSpark );
Microsoft Share Point 2007 [lNpodeccnoHanbHas




Ayn. 424: Komnnektbl Mmebenu
ansa yyebHoro npouecca. NOBM —
12: pabouyas ctaHumss CPU Core
2Duo E6300 - 1.86 — 10 wr,
Celeron D2.8 — 2wT.; cTeHabl — 3
Ayn. 420: Komnnektbl Mebenu
ans ydebHoro npouecca. MNOBM-
12 (komnbtoTep Core i5-4460),
NpoeKTop Acer projector
X1383WH, akpaH, cTeHabl — 5
WT., 6GrIOK ynpaBrneHust koMnrekca
PaAVOKOHTPOSS U Noucka pagmo-
nepepatowmx ycrpomcts «OME-
A» (nepeHocHon), MY 3awuTbl
pecypcoB CeTU OT BHYTPEHHMUX W
BHewHMx aTak CISCO ASA5505-
KB, nepeHOCHOW KOMMNeKkc Ans
aBTOMaTU3aLUN M3MEPEHUN Npwu
NPOBEAEHUN  UCCNEefoBaHUA U
KOHTPONSl TEXHUYECKUX CpeacTs
OBT «HABWIATOP-M3I»; cpea-
CTBO aKkTMBHOW 3almTbl WHOP-
Mauun OT yTe4ku 3a cveT nobou-
HbIX 3NEKTPOMAarHUTHbIX WU3ny4e-
HUM 1 HaBogok « COHATA-P3.1»;
cucTemMa 3alWuTbl pPeyYeBON  UH-
dopmauunn «CoHaTa-AB-4b»
(UeHTpanbHbIi ONok nutaHusa wu
ynpaBneHuss + Pasmbikatenu B
coctae CBA3 Conata AB);
npodeccuoHarnbHbIn  0bHapyxu-
Tenb CKpbITbiX Bugeokamep CO-
KOJIN-M (nepeHocHom); nopraTue-
Hbll  OBHapyxuTenb  3aknagok
Protect1203 (nepeHocHon); ycT-
POMCTBO aKTMBHOW 3alUuTbl WH-
dopmauun  «BETO-My»;  anek-
TPOHHbIA 3aMoK Samsung SHS-
2920

Jinuensua ( DreamSpark ); Microsoft Visio 2007
MpodheccnoHanbHas  JlvueHana (DreamSpark )
Microsoft SQL server 2008 lNpodeccnoHansHas
JInueHsus ( DreamSpark
); 1 C lNpegnpusTtue JinueHaus; 7-

Zip File Manager (apxvnBaTtop)becnnatHoe

MO; Adobe Acrobat ReaderbecnnatHoe

MO; Adobe Flash Player becnnatHoe

MO; FAR file managerbecnnatHoe
MO; Google ChromebecnnaTtHoe
(64-bit)becnnatHoe

Lite Codec PackbecnnatHoe

MO; Mozilla FirefoxbecnnaTtHoe
MO; Oracle VM VirtualBoxbecnnatHoe
MO; Sublime TextbecnnatHoe

MO; Symantec Endpoint Protection 12
Ha AVP Kaspersky)becnnaTtHoe

MO; VMWare PlayerbecnnatHoe  [1O; AHTUBMpYC
“Sopkunin rna3”’becnnatHoe
MO; Lazarus (aHanor Delphi)becnnaTtHoe

MO; SmathStudio (aHanor Mathcad)becnnatHoe
MO; NanoCAD (aHanor Autocad)becnnaTHoe

MO; Gimp (rpadmyckmn penakrop aHa-
nor Photoshop)becnnatHoe [10; Avidemax (Bugeo
penaktop)becnnaTtHoe IO; Virtual Dub (Bugeo pe-
naktop)becnnatHoe TO; Free PascalbecnnatHoe
rno

(ayn.420) Ctpax NT Bep.3.0 Ceptudpukatr PCTIOK
Ne 2145 30.07.2013 r.; PeBusop 1XP CepTtudumkar
OCTIK Ne 989 08.02.2015 r.; PeBusop 2XP Cep-
Tndpmkat PCTOK Ne 990 08.02.2015 r.; dukc 2.0.2
Ceptudpmkar ®CTIK Ne1548 15.01.2015 r.; PeBu-
3op cetn Bep.3.0 Ceptudmukatr OGPCTIK Ne3413
02.06.2015 r.; C3WN TaHumpb K Ceptudukat
GCTOK Ne1973 09.12.2015 r.; C3U Dallas Lock 8.0
K Ceptudumkar PCTOK Ne2720 25.09.2015;
C3W Dallas Lock 8.0 C Ceptudukar <dCTIK
Ne2945 16.08.2013

MNo; Java TM 7
MNo; K-

(3ameHeH

AyauTtopumn
Ansa camocTosATe
nbHOM paboThl,
KypCOBOIo 1 au-
NIOMHOMO NPOEeK-
TMPOBaHUs

YutanbHble 3anbl  GUONMOTEKM:
KomnbtoTepbl co cBOGOAHLIM O0C-
TyrnoMm B ceTb WHTepHeT u Ornek-
TPOHHBIMU  OMONNOTEYHBIMU U
WH(POPMALIMOHHO ~ CNPaBOYHbIMU
cuctemamu;

Ayn.424: Komnnektel  mebenu
ans ydebHoro npouecca. Konnye-
ctBo M3BM — 12 (paboyasi ctaH-
uma CPU Core 2Duo E6300 -
1.86 — 10 wr, Celeron D2.8 — 2
WIT.), CTeHapl — 3

Microsoft Office Professional Plus 2010 Russian
Academic OPEN 1 License No Level #61181017 ot
20.11.2012 r. http://eopen.microsoft.com. AsToma-
TM3NPOBaHHAsA WHTerpupoBaHHasi 6ubnmoTeyHas
cuctema «Merallpo», Homep nuueHsnm: 104-2015,
Hata: 28.04.2015. Oorosop Ne2140 ot 08.04.2015
r. YpoBeHb nuueHsun «CtaHgapT»

Microsoft Windows 2003 lNpodeccronansHas Jln-
ueHsus ( DreamSpark ); Microsoft Office (standart)
2007 MpodeccunoHanbHasa JnueHsms ( DreamSpark
);Microsoft Access 2007 [MpodeccnoHanbHaga Jln-
ueHsuns ( DreamSpark ); Microsoft Project 2007
MpodbeccnoHanbHasa JluueHnsus ( DreamSpark );
Microsoft Share Point 2007 [lNpodeccnoHanbHas
Jinuensuna ( DreamSpark ); Microsoft Visio 2007
MpodeccnonaneHas JinuyeHsma ( DreamSpark )
Microsoft SQL server 2008 lNpodeccnoHanbHas
JIvueHnsusa (DreamSpark
); 1 C lNpegnpusatne NuueHsuns; 7-

Zip File Manager (apxmBatop)becnnatHoe

MO; Adobe Acrobat ReaderbecnnatHoe

MO; Adobe Flash Player becnnatHoe

MO; FAR file managerbecnnatHoe
MO; Google ChromebecnnaTtHoe

Mo; Java TM 7



http://eopen.microsoft.com/

(64-bit)becnnatHoe Mo; K-
Lite Codec PackbecnnatHoe

MO; Mozilla FirefoxbecnnatHoe

MO; Oracle VM VirtualBoxbecnnatHoe

MO; Sublime TextbecnnaTHoe

MO; Symantec Endpoint Protection 12(3ameHeH
Ha AVP Kaspersky)becnnaTtHoe

MO; VMWare PlayerbecnnatHoe  [1O; AHTUBMpYC
“Bopkuni rna3’becnnatHoe
NO; Lazarus (aHanor Delphi)becnnatHoe

MO; SmathStudio (aHanor Mathcad)becnnatHoe
MO; NanoCAD (aHanor Autocad)becnnatHoe

MO; Gimp (rpaduyckun penakTop aHa-
nor Photoshop)becnnatHoe [10O; Avidemax (B1aeo
penaktop)becnnatHoe [MO; Virtual Dub (Buageo pe-
paktop)becnnatHoe INO; Free Pascal

8 OueHoYHble MaTepuanbl ANA NPOMEXYTOYHOM aTTecTauum oby4arowmxcs no
AVUCUUNNnHe

8.1 OueHouYHble maTepuanbl (OM) ansa oMCUMNAMHBI BKOYAKOT:

- NepeyveHb KOMNETEHLNI C yKa3aHMEM 3TanoB X (hOPMMPOBaHNA B NpOLIECCE OCBOE-
HUA ob6pasoBaTenbHOM NPorpamMmmbl;

- OnucaHue nokasaTtenen n KpUTepMEB OLLEHMBAHMUS KOMMNETEHUMA Ha pPa3nnYHbIX 3Ta-
nax nx popmMmpoBaHusi, ONNCaHMeE LKan OLEHUBAHNS;

- TUNOBbIE KOHTPONbHbIE 3a4aHMs U UHblIE MaTepuansbl, HeoOxoaMMble ONs OLEHKN
3HaHW, YMEHWIN, HABbIKOB N (MNN) OnbiTa OEATENbHOCTU, XapakKTepmayoLwmnx aTtansl hopmun-
pPOBaHUSA KOMNETEHUM B NpoLecce 0CBOeHMs1 0bpasoBaTeribHOW NporpaMmbl;

- MeToANYECKME MaTepuarnsl, onpeaensiowmne npoueaypbl OLEHNBAHNA 3HAHUKA, YMeE-
HWI, HABbIKOB K (UNK) ONbiTa AEATENbHOCTUN, XapakTepU3yrLLNX aTanbl POpMUPOBaAHUS KOM-
neTeHuun.

8.2 [1na kaxxgoro pesynbTata obyyeHns No AUCUMniMHe onpeaensaTca nokasaTenu u
KpUTEPUN OLEHMBAHUSA CHOPMUPOBAHHOCTM KOMMETEHLUMIN HA pasnnyHbIX 3Tanax nx dopmMmu-
pOBaHus, WKanbl U Npoueaypbl OLeHNBaHWUS.

OM npefcraBnsaTCca oTAENbHBIM KOMMSIEKTOM U BXOAAT B CcOCTaB pabo4en npo-
rpamMmbl AUCLUMUNNMUHBI.

OueHo4Hble maTepuansl gopmupytotcs B cootsetctBum ¢ 1 BI'YUT «lNonoxeHune o6
OLIEHOYHbIX MaTepmanax».

[okyMeHT cocTaBreH B cooTBeTcTBUM ¢ TpeboBaHnamm ®rOC BO no cneunanbHOCTU
10.05.03 NHdopmaumoHHas 6e30nacHOCTL aBTOMaTU3NPOBaHHbLIX CUCTEM U cneumannsauum
BesonacHOCTb OTKPbITbIX NHGHOPMALMOHHBIX CUCTEM.
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