MuHoGpHayku Poccumn
®ENEPANbHOE FOCYOAPCTBEHHOE BIOXETHOE OBPA30BATEJIbHOE YYPEXOEHUE

. BbICI.IJEI'OVOEPA3OBAHVIFI
«BOPOHEXCKMU rOCYOAPCTBEHHbLIN YHUBEPCUTET MHXXEHEPHbLIX TEXHONO-
TMn»
YTBEPX[OAIO
» OKYMEHT MOAMVCAH MpopekTop no yyebHon paboTe

L) IEI ONIEKTPOHHOW NOAMUCHIO

Bacunetko B.H.

(noanwuchk) (¢.1.0.)

«25» mag 2023

PABOYAA NPOrPAMMA OUCUUMIIUHDBI

OTKpbITbie MHPOPMALIMOHHbLIE CUCTEMbI

CneumanbHOCTb

10.05.03 NHdopmaunmoHHas 6e30nacHOCTb aBTOMATU3NPOBAHHBLIX CUCTEM

Cneunanmunsauyusa

Be3onacHOCTb OTKPbITbIX MHOPMALIMOHHBLIX CUCTEM

KBanudukaumns BbinyCKHUKa

cneumanucT no 3awmute nHpopmaumu




1. Uenwn n 3apayum AUCUUNIUHDbI

Llenamn n 3agadyammn ocBoeHUs ancumniunHbl « OTKpbITble MHMOPMALMOHHbIE
CUCTEMBI» ABNAIOTCHA MU3YYEHME OCHOB TEXHOSIOMMU OTKPbITbIX MH(OPMAaLMOHHBIX CUC-
TEM, B3aUMOAENCTBME OTKPbITbIX WHAOPMALMNOHHBLIX CUCTEM U MEPEHOCMMOCTU MpPO-
rPaMMHbIX NPOAYKTOB.

B cootBeTcTBMM CcO cneumanusaumen Ned «be3onacHOCTb OTKPbITbIX MHopMa-
LUNOHHbIX CUCTEMY:

- paspaboTka u peanusauusi NOAUTUKN NHPOPMaLMOHHON Ge3onacHOCTM OT-
KPbITbIX MHPOPMALMOHHbLIX CUCTEM;

- NPOEKTUpOBaHWe, KCNyaTaumsa U COBEPLLUEHCTBOBAHNE CUCTEMbI yrnpaBre-
HUS MHPOPMaLMOHHOM 6e30MacHOCTbIO OTKPLITON MHAOPMALMOHHON CUCTEMBI;

- KOHTpOnb obecneyeHns MHpopmMaumMoHHON BEe30NacHOCTU OTKPbITON UHAOP-
MaLUWOHHOW CUCTEMBbI.

O6bekTamu npodeccrmoHanbHOM AeaTeNbHOCTN ABNAOTCS:

— aBTOMAaTMU3MPOBaHHbIE CUCTEMbI, DYHKLMOHMNPYIOLLME B YCNOBUAX CYLLECTBO-
BaHWA Yyrpo3 B WHGOpMauuoHHOW cdepe un obnagawowme MHEGPOPMALMOHHO-
TEXHOJIOrMYeCcKnMU pecypcamu, nognexawmmm 3almTe;

— MH(OPMAaUUNOHHbIE TexXHoMnoruu, opmupyrolime MHPOPMaLMOHHYK UHGpPa-
CTPYKTYpPY B YCIIOBUSIX CyLLECTBOBaHUSA Yrpo3 B UHAOPMaUNOHHOM cdepe U 3adencT-
BylOLLME MHEOPMALIMOHHO-TEXHOSIOIMYECKME peCypChl, Noanexalime 3almTe;

— TexHonormn obecneyeHns nMHOpPMaUMOHHOM 6e30nacHOCTM aBTOMaTU3NPO-
BaHHbIX CUCTEM;

— CUCTEMbI ynpaBneHus nHopmaunoHHon 6e30nacHOCTb0 aBTOMAaTU3MPOBaH-
HbIX CUCTEM.

2. MepeyeHb NNaHUpyeMbiX pe3yNnbTaTOB OOYyYeHUsl, COOTHECEHHbIX C
nnaHupyeMbiMu pe3ynbTaTaMyu OCBOEeHUA 06pa3oBaTeribHOM NporpaMmmbil

B pesynbTate 0CBOEHMSI AMCLMUMNIMHBI B COOTBETCTBUMU C NPEAYCMOTPEHHbLIMU
KOMMNEeTEeHUMAMU 0ByYaloLLNNCS LOIDKEH:

Ne |Kop CopepxaHue komne- |B pesynbtaTte nsyyeHus y4ebHon gucumniunHbl oby4vatowmics
n/m |komnete TeHuuu (pe3ynbTaT | AOJHKEH:
HUMK OCBOEHUSA) 3HaTb yMeTb BNageTb
1 |MK-9 CMOCOBOHOCTBIO y4acT- | 6a3oBble BOMPOCHI | y4aCTBOBaTb B | METOOUKOW aHanu-
BOBaTb B pa3paboTke | MOCTPOEHMS OTKPbITbIX | pa3paboTke  KOM-|3a CTPYKTypbl OT-
3alUMLIEHHbIX  aBTO- | MHPOPMALIMOHHbIX MOHEHTOB  OTKPbI- | KPbITBIX MHGOpPMa-
MaTU3MPOBAHHbIX cucTem TbIX MH(OPMaUU- | LMOHHBIX CUCTEM.
cuctem B cdhepe OHHbIX CUCTEM TepMmuHonorven u
npodeccuoHanbLHoM CUCTEMHbIM  MOA-
AesaTenbHoCcTH XOAOM NOCTPOEHUsI
3alUMLEHHBIX  OT-
KpbITbIX MHGOPMa-
LIMOHHBIX CUCTEM
2 |NCK-4.1. | cnocobHocTbIo Ha | NpyHUMNbl  paboThbl NPoeKTUpoBaThb HaBblkaMn pelue-
npakTuke MNPUMEHSATL |CEeTEBbIX NPOTOKOMOB |B3aMMOAENCTBMSA | HUSA hopmanuaye-
HOPMaTUBHbIE  [OOKY- | TEXHOMOIMN Nepe- | MHOTOMALUMHHBLIX  |MbIX U TPYAHO
MEHTbI, OTHOCSILLMECS | Aa4Yn OaHHbIX B OT- NMH(OPMALIMOHHBIX | hOopManmn3yemblix
K obecrnevyeHuo WH- |KpbITbIX MHOPMaLUKM- |CUCTEM, UCNOMb3YS |3aga4y, a Takke
dopMaLMOoHHON ©e30- | OHHbIX CUCTEMax, OCc- |CTaHdapTHbIE NPOEKTUPOBaHNSA
MacHOCTM  OTKPbITbIX |[HOBHblE CTaHAapTbl |MPOTOKOfbI 3Ta- NHEOPMALIMOHHBIX
VMHOPMALIMOHHBIX MOCTPOEHMS 1 B3an- | NIOHHOW MOgenu, npoLeccoB
cucTem MOLENCTBUSA OTKPbI- | NPUMEHATb Ha
TbIX CUCTEM npakTuke ctaHgap-
Thl, OTHOCALLMNECH
K OTKPbITbIM UH-
dopMaLNOHHbIM
cuctemam




3. MecTo aucumnnuHbl B cTpykType Ol BO

OucumnnuHa «OTKpbITblE MHAOPMALMNOHHBLIE CUCTEMbI» OTHOCUTCA K Onoky 1
Ol n ee 6a3oBow yacTu.

N3yyeHne OMcuMnnHbl OCHOBAHO Ha 3HAHWAX, YMEHUAX U HaBblKax, NosyyYeH-
HbIX MPY U3y4eHUN 0BYyYaLNMMUCA ANCLUNITMH U NPOXOXAEHUS NPAKTUK:

— TexHonorum paspaboTku 3aLmLEeHHOro 4oKyMeHToobopoTa

— [MpomnsBoacTBEHHAA NpakTUKa, NpakTuKa No MOMAy4YeHM0 NPOodeCCUOHANbHbIX
YMEHNIN 1 onbiTa NpoeccnoHanbHoON AeATENbHOCTN.

OucumnnuHa sBnseTca npeawecTByowen ans U3yvyeHnsa QUCUUnIMH 1 npoxo-
XOEHUS NPaKTUK:

— WHdopmauymnoHHas 6e30nacHOCTb aBTOMaTU3MPOBaHHbIX GAHKOBCKMX CUCTEM;

— [lNpounsBoacTBEHHAsA NpaKTUKa, NpeaavnioMHas NpakTuka;

3awmTa BbINYCKHON KBanuMdukaunoHHoW paboThbl, BKMOYaA NOLArOTOBKY K MpO-
uenype 3awuTbl U NpoLeaypy 3alinTbl.

4. O6beM AUCUUNNUHBLI U BUAbI Y4€OHbIX 3aHATUN
O6wwasn TpyaoeMKOCTb AMCUMUMNNHBI COCTaBNAeT_3 3a4eTHbIX eaNHNL.

Buabl y4yebHoM paboThl Bcero | CemecTp
YyacoB 4
akag. 4| akap.
O6Lwas TpyaoeMKoCTb QUCLMNNHDI 144 144
KoHTakTHas paboTa, B T.4. ayAUTOPHbIE 3aHATUA 55 55
Jlekumn 18 18

8 MoMm 4qucrie 8 hopme npakmudeckou 1o020mosKu — -

JlabopatopHble paboThl (J1P) — —

8 MoMm Hucrie 8 hopme rpakmuyeckol nod2omoeKu - -

Mpaktuyeckue 3aHatus (M3) 36 36
8 MoMm 4Hucrie 8 hopMe rpakmud4eckol nod02o0moesKu 36 36
KoHcynbTauumn Tekywne 0,9 0,9
Bupg atrectaumm — 3avert 0,1 0,1
CamocTtonaTenbHas pabora 89 89
[MpopaboTka MaTtepnanoB NO KOHCMEKTY NeKUni 22 22
lMpopaboTka maTepuanos no y4ebHrkam, y4ebHbIM nocobumsam 22 22
NoaroTtoBka goknaga 20 20
MoaroToBKa K KOMNSIOKBUYMY 25 25
5. CopepxaHue AUCLUUNINUHBLI, CTPYKTYPUPOBaHHOE No Temam (pasge-

flaMm) ¢ ykasaHMeM OoTBe4EeHHOro Ha HMX Konm4yecTBa akafaeMn4eCcKux 4acoB U BU-
[OB Y4€0OHbIX 3aHATUI
51 CopgepxaHue pa3genoB AUCLUNIIUHDI

Ne n/n | HaumeHoBaHue pa3gernos CogaepxaHue pasgena Tpynoewm-
OVCUMNIVHBI KOCTb, Yac
1 |Onpegenenune n cBOMCTBa OTKPbI- | OnpefeneHne OTKPbITOM CUCTEMBI U OTKPbITOM 43
TbIX MHPOPMALMOHHBIX CUCTEM cneundukaumm. OnpegeneHve nepeHOCMMO-

CTW, MaclTabupyemocTn, wuHTeponepabenb-
HOCTU W AOCTYMHOCTU. [pUHLMNLI OTKPLITOM
apxutekTypbl. OGBEKTHO-OPUEHTUPOBAHHLIE U
dYHKUNOHaNbHO-pacnpeAenérHHble  TeXHOmMo-
MW OTKPbITLIX CUCTEM.

2 | KnaccudukaLms oTKpbITbIX Knaccudukauunsa nHpopMaLMOHHbIX CUCTEM MO 31
WHPOPMALIMOHHBIX CUCTEM TUNY AaHHbIX, MO CTENEeHU aBToMartm3auuu, no
chepe npumMmeHeHus, no xapakrepy obpaboTkm
OaHHbIX, MO YPOBHK ynpasneHusi. Tunosble




apPXMTEKTYPbl MH(POPMALIMOHHBIX CUCTEM: Tpa-
OVIUMOHHbIE apXUTEKTYPHbIE PELUEHUsl, apXu-
TEKTYpbl KOPMOPAaTMBHbLIX MHGOPMAaLMOHHbLIX
CUCTEM, KOHLEMUMS «XPaHUNuLLa OaHHbIX»,
apxXuTeKTypa WHTerpaumm MHGOPMaLNOHHO-
BbIYUCIIUTESIbHBIX KOMMOHEHTOB.

Mopenb oTKpbITbIX cucTem Open-
systems environment (OSE).

OTanoHHasi mofenb cpeabl OTKPbITbIX CUCTEM
n ctaHgaptel POSIX. OnpepeneHne nepeHo-
cumoctn. GRID-cuctemsl. Jlornyeckne obbek-
Tbl (NpuKknagHoe nporpamMmmHoe obecnedeHue,
npuknagHole nnatopmbl, BHELWHSAS yHK-
umoHanbHasa cpepna). WHTepdpericel, copepxa-
wune uHTepdenc npuknagHom CUCTEMbI U UH-
Tepdenic obmeHa ¢ BHewHen cpenon. NHTep-
genc npuknagHon nporpammbl  (Application
Program Interface — API). NHTepdelnic 06-
MeHa C BHellHelh cpegown (External Environ-
ment Interface — EEI).

31

BasoBas saTtanoHHas mogenb
B3aMMOCBS3M OTKPbITbIX CUCTEM
(mogenb OSI).

YpoBeHb NpUnoxeHusi (MpUKIagHonm YpoBEHb),
YPOBEHb NpeacTaBEHNsI, CEaHCOBbIN (ypo-
BEHb CECCUM), TPAHCMOPTHbLIA, CETEBOW, Ka-
HanbHbIN, (U3NYECKNIA: OCHOBHbIE YHKLUMU,
YS3BMMOCTU, Yrpo3bl, MeToabl 3awmTtbl. baso-
Bble npotokonel mogenn OSIl: RDP, HTTP,
SMTP, SNMP, POP3, FTP, RPC, PPTP, PAP,
SDP, UDP, TCP, IPSec, RIP, IPv4, IPv6, ARP,
PPP, Ethernet, IEEE 802.15, DSL, 802.11
Wi-Fi. CpaBHeHue 0a30BblX 3TarOHHbIX MO-
nenen OSI n TCP/IP.

38

5.2Pa3genbl AUCUMNNUHBLI U BUAbI 3aHATUN

4z
3 16

HanmeHoBaHWe pasgena gUCuUnIvHbI Nekuun, | NP,

vyac vyac

ns,
yac

CP,
yac

OnpegeneHvie 1 CBOMCTBA OTKPbITbIX MHOPMALMOHHBIX CUCTEM 4 -

31

Knaccundumkaums oTKpbITbIX MHPOPMALMOHHBLIX CUCTEM 4 -

19

WIN|F-

Mogenb OTKpbITbIX cuctem Open-systems environment 4 -

(OSE)

19

basoBaga aTanoHHaa Mogenb B3aMMOCBSA3U OTKPbITbIX CUCTEM 6 -

(mogenb OSI).

12

20

5.2.1 llekumn

HanmeHoBaHue pasgena
OVCLUMNIUHBI

TemaTuKa NeKUMOHHbIX 3aHATUN

Tpynoemkoc
Tb, Yac

Onpep,eneHvle N CBOMCTBA OTKPbITbIX Onpep,eneHvle OTKprTOIZ CUCTEeMbl N OTKPbI-

I/IHd)OpMaLI,I/IOHHbIX CUcTemMm

Ton cneundukaumn. OnpeneneHne nepeHo-
CYMOCTH, MacLTabupyemocTu, uHTeponepa-
6enbHOCTN W AOCTyNHOCTWU. [puHUMNBLI OT-
KpbITOW apXUTEKTYPbI. O6bekTHO-
OPUEHTUPOBaHHbIE U (PYHKUMOHANBHO-
pacrnpefenéHHble  TEXHONOMMUM  OTKPbIThIX
CcUCTEM.

4

Knaccudurkauuns oTkpbITbIX MHGOP-
MaLMOHHbIX CUCTEM

Knaccundumkaums vHMOPMaLMOHHbLIX CUCTEM
Mo TWNy AaHHbIX, MO CTEMeHn aBToMaTtu3a-
umun, no ccpepe NPUMEHEHWS, NO XapakTepy
06paboTkn gaHHbLIX, NO YPOBHIO YrpaBrneHUs.
TuvnoBble apxuTeKTypbl MHMOPMAaLMNOHHBLIX
CUCTEM: TPagULMOHHbIE apXUTEKTYpHble pe-
LIEHWS, apXMTEKTYpbl KOPMOPAaTUBHbLIX WH-
(HPOpMaLMOHHBLIX CUCTEM, KOHLEenuus «xpa-
HUANMULLA OaHHbIX», apXUTEKTypa MHTerpauum
MHPOPMALIMOHHO-BBIYUCTIUTENBHBIX  KOMMO-




HEeHTOB.

OTanoHHas Mopenb cpefbl OTKPbITbIX CUC- 4
TeM u ctaHgapTel POSIX. Onpegenexne ne-
peHocumocTn. GRID-cuctemsbl. Jlornveckue
Mogenb oOTKpbITbIX cuctem Open-|00bekTbl (NPUKNagHoOe nporpaMmHoe obec-
systems environment (OSE). neyeHune, npuknagHole nNnNatopMbl, BHELU-
HAs1 pyHKUMOHanbHas cpeda). IHTepdencl,
cogepxawme WHTepdenc npuknagHom cuc-
TeMbl N MHTepdenc obMeHa ¢ BHELLUHeN cpe-
aon. WHTepcbenc npuknagHowm nporpammbl
(Application Program Interface — API). WH-
Tepdenc obmeHa ¢ BHelwHen cpenon (Exter-
nal Environment Interface — EEI).

YpoBeHb nNpunoxeHus (NpUKNagHouW Yypo- 6
BEHb), YPOBEHb NpPeACTaBNeHNsi, CeaHCOBbIN
(ypoBeHb ceccun), TPaHCMOPTHbLIN, CETEBOW,
basoBasa aTtanoHHas MoAenb B3au- |KaHanbHbIA, (OU3NYECKUIA: OCHOBHbIE (OYHK-
MOCBSI3M OTKPbITbIX CUCTEM (MOAENb | LMK, YA3BMMOCTU, Yrpo3bl, MeTOAbl 3aluUThl.
osl). basoBble npoTtokonbl Mogenu OSI: RDP,
HTTP, SMTP, SNMP, POP3, FTP, RPC,
PPTP, PAP, SDP, UDP, TCP, IPSec, RIP,
IPv4, IPv6, ARP, PPP, Ethernet, IEEE

802.15, DSL, 802.11 Wi-Fi. CpaBHeHue 6a-
30BbIX 9TanoHHbIX Mmogenen OSI n TCP/IP.

5.2.2[NpakTnyeckne 3aHATUSA

HanmeHoBaHue pasgena aucumnnuHbl TemaTtnka npakTnyeckmx Tpyaoemko
3aHATUN CTb, 4ac
OnpepeneHne n CBONCTBA OTKPLITLIX MHAOP- Pa3paboTka oTkpbITOM MHGOP- 8
MaLMOHHBIX CUCTEM MauuoHHon cuctembl. Obecne-

YeHne NepeHoCMMOoCTH, Mac-
wrabupyemocTn, nHTEponepa-
6enbHOCTU 1 AOCTYNHOCTM.
[MpuMeHeHne apXUTEKTYp UH-
dopMaLMOHHLIX CUCTEM: Tpaaun-
LIMOHHBIX apXUTEKTYPHbIX pe-
LIEHMN, apXUTEKTYpbl Koprnopa-
TMBHbIX MHOPMALMOHHBIX CUC-
TEM U apXUTEKTYPbl MHTErpauumn

MHOPMaLIMOHHO-
BbIYMCIIUTENbHBIX KOMMOHEHTOB
dopmart XML. CtpykTypa 8

XMLAokymeHTa. Peannsauus
Knaccudmkaums oTkpbITbIX MHPOPMaLUMOHHBLIX | XMLcepuanusauuw/gecepuanus
cuctem aumm. ObecneyeHne B3auMO-
OEeNCTBUS reTeporeHHbIX BblYUC-
NUTENbHBLIX Cped C MOMOLLbIO
eavHoro ¢hopmata npeacrasne-

HWUS1 aHHbIX
Mogenb  OTKpPbITbIX  CUCTEM 8
Opensystems environment

Mogenb oTkpbITbIX cuctem Open-systems envi- | (OSE). Pabota ¢ EEI n API-

ronment (OSE). nHtepgecanmn. ObecneyeHne

nepeHoCMMoCT KOMMOHEHTOB B
reTeporeHHbIX BbIMUCITUTENbHbIX

cpepax

[MocTpoeHne cucTeMbl 3aluThl 12
BazoBasi aTanoHHas Mofernb B3aMMOCBS3N OT- | MH(DOPMAaLMOHHOW  CUCTEMbl B
KpbITbIX cucTem (Mogenb OSI). COOTBETCTBUM C  OCHOBHbIMU

YA3BUMOCTSIMW MPOTOKOSIOB MO-
nenn OSI




5.2.3  JlabBopaTopHbI/ NPaKTUKYM
He npegycmoTtpeH

5.2.4  CamoctosTtenbHaga paborta obyyatowmxca (CPO)

Ne HanmeHoBaHune Bug CPO TpyooeMkocTb
n/n | pasgena gucumnimvHbl , 4ac
1 |Knaccudukaums ot- [MpopaboTka MaTepmanos NO KOHCMEKTY NEKLni 5

KpbITbIX MHpOpMaLm- MpopaboTka maTtepuanos no yvyebHukam, y4ebHbiM 6
OHHbIX CUCTEM nocobuam
MoproTtoBka Joknaza ¢ BU3yarnbHbIM NpeacTaBe- 20
HUEM
2 |OnpepeneHve u ceon- |lMpopaboTka MaTepmnanoB NO KOHCMEKTY NeKLnii 5
CTBa OTKPLITBIX MHOP- [popaboTka MaTepuanos no yuebHukam, y4e6HbIM 6
MaLMOHHbLIX CUCTEM noco6usm
MoaroToBKa K KONITOKBUYMY 8
MpopaboTka maTepmanoB NO KOHCMEKTY NTEKLNUi 6
Mopenb OTKPbITLIX CUC- [FnopaboTka MaTeprarnos Mo ydebHMKaM, y4ebHbIM 5
3 | Tem Opensystems envi- | hocoBusam
ronment (OSE). MoAroToBka K KOMMOKBUYMY 8
basoBag aTanoHHada lMpopaboTka MaTepmanoB NO KOHCMEKTY NTEKLUi 6
4 |mogernb B3anmocBa3n | MNpopaboTka matepuarnorB no y4yebHukam, y4ebHbIM 5
OTKPbITbIX CUCTEM (MO- | nOCOBUAM
Aenb OSI). MoaroToBKa K KOMMOKBUYMY 9

6 Y4yeb6HO-meTOOM4YECKOE N MH(pOPpMaALMOHHOEe obecnevyeHne AUCLUUNIIUHbBI

6.1. OcHoBHas nuTepaTtypa

1. MenbHukos, [1.A. HhopmaunoHHasa 6e30nacHOCTb OTKPbITbIX CUCTEM [Onek-
TPOHHbIN pecypc] : y4ebHUK. — AnekTpoH. gaH. — M. : ®JIMHTA, 2018. — 448 c.

6.2. [lononHuTenbHasa nutepartypa

1. Hectepos, C.A. OcHOBbI MH(pOpMaUNOHHON 6e30MacHOCTN [ONEeKTPOHHbIV
pecypc] : ydebHoe nocobune. — BnekTpoH. gaH. — CI16. : JlaHb, 2016. — 324 c.

2. WHcTpymeHTbl 6e30nacHOCTM € OTKPbITbIM UCXOAHbIM kogoM. Xaynet T.
HaumoHnanbHbin OTKpbITbIN YHUBepcuTeT « MHTYUT» 2016 1. — 566 c.

3. besonacHocTb uWHOpPMaUMOHHbIX cucteM. Kuses B., paHnumH  O.
HaumoHnanbHbin OTKpbITbIN YHUBepcuTeT « MHTYUT» - 2016 - 192 c.

4. MexceteBble 3KkpaHbl. JlanoHnHa O. P. HauuoHanbHbil OTKPbITLIN
YHusepcutet «MHTYWUT» - 2016 - 466 c.

5. OTKpbITble MHOPMALMOHHbIE CUCTEMbI: METOANYECKME YKa3aHWs A5s camo-
CTOATENbHON paboTbl CTyAeHToB, oby4vatwmxca no crneumanbHoctn 10.05.03— «UK-
dopmMaumoHHaa 6e30nacHOCTb aBTOMAaTU3MPOBAHHbBIX CUCTEM», O4HON POpMbl Oby4e-
Hus / A. B. CkpbinHukoB, E. B. YepHbiwoBa ; BI'YUT, Kadeapa nHdopmaumoHHON
6esonacHocTu. - BopoHex : BI'YUT, 2021. - 20 c.

6.3 [lepeyeHb y4yebHO-MeTOAMYECKOro obecne4vyeHuss AOnNsi CaMOCTOS-
TenbHOM paboTbl o6yyarowmxca

OTKpbITble UHPOPMALMOHHBIE CUCTEMbI [QNEKTPOHHBLIN Pecypc]: MeToanveckune
yKasaHus Onsi CaMOCTOSATENbHOW paboThbl CTyAeHTOB, 06yyaloLWmMXCs MO HanpaBreHUo
10.05.03—- «MHdopmaumnoHHas 6e30nacHOCTb aBTOMATU3UPOBAHHBLIX CUCTEM», OYHOM
dopmbl 06yyeHust / A. B. CkpbinHukos, E. B. YepHbiwosa ; BI'YUT, Kadeapa nHdop-
MaLMOHHOWN ©e3onacHocTu. BopoHex : BIrywur, 2016. 20 C.
http://biblos.vsuet.ru/ProtectedView/Book/ViewBook/


http://www.knigafund.ru/authors/34399
http://biblos.vsuet.ru/ProtectedView/Book/ViewBook/
http://biblos.vsuet.ru/ProtectedView/Book/ViewBook/

6.4 MepeyeHb pecypcoB MHPOPMALNOHHO-TENEKOMMYHMUKALMOHHON CETU

«MHTepHeT», HeobXxoaMMbIX ANsi OCBOEHUA AUCLMUMIIUHBI

HavmeHoBaHWe pecypca cetn «MHTEepHEeT»

OnEKTPOHHbIN agpec pecypca

«Poccutickoe obpasosaHue» gedeparnbHnbil | https://www.edu.ru/

rnopman

HayyHas anekmpoHHas bubnuomeka https://elibrary.ru/defaultx.asp
HauuoHanbHass  uccnedoeamerbckass  Komrbio- | hitps://niks.su/

mepHasi cemb Poccuu

UHebopmayuoHHass cucmema «EOuHoe OKHO Ooc- | http://window.edu.ru/

myna K ob6pasosameribHbIM pecypcam»

AnekmpoHHas bubnuomeka BI'YUT http://biblos.vsuet.ru/megapro/web

Calim MuHucmepcmea Hayku U ebicwe2o obpaso- | https://minobrnauki.gov.ru/

eaHusi P®
lMopmarn omkpbimozo on-line obpasosaHusi https://npoed.ru/
SnekmpoHHas UHgopmayuoHHo- | https://education.vsuet.ru/

obpasosamernbHas cpeda PIEQY BO «BI'YUT»

6.5 MeToau4yeckme ykasaHua Ansa odyvarowmxcsa no 0CBOEHUIO AUCLMN-
JNIVHbI

MeToanyeckme ykaszaHua ang obyyaromxcss MO0 OCBOEHWUIO AUCUMMANH (Moay-
nen) 8 ro0OY BO BIN'YUT [OneKkTpOHHbIN pecypc] : MeToandeckue ykasaHus anga oby-
YaloLLMXCA Ha BCeX YPOBHSAX Bbicwero obpasosaHusa / M. M. Oanbinue, P. H. MnoTHuko-
Ba; BI'YUT, YyebHOMeTOan4eckoe ynpasrneHue. BopoHex : BIYUT, 2016. — Pexum
poctyna : http://biblos.vsuet.ru/MegaPro/Web/SearchResult/MarcFormat/100813. 3arn.
C 9KpaHa

6.6 [lMepe4yeHb MH(POPMALMOHHbLIX TEXHOJOrUN, UCNOSb3yeMbIX NpU OCy-
LecTBneHun obpasoBaTenbHOro npouecca No AMcUMNinHe, BKIIOYaa nepeyvYeHb
nporpamMmmHoOro o6ecrne4yeHmss U UHPOPMaLMOHHbIX CNPABOYHbIX CUCTEM

Mpn nM3yveHUn OUCLMNMHBI UCNONb3yeTCa NporpammHoe obecnevyeHve u UH-
dopMaLMOHHbIE CNPaBOYHbIE CUCTEMbI: MH(POPMaLUMOHHAA cpeda aAng AUCTaHLMOHHOIO
obyyeHua «Moodle», nokanbHas ceTb yHuMBepcuTeTa KU rnobanbHas ceTb Internet,
nuueHsnoHHoe nporpammHoe obecneveHne Microsoft Office Professional Plus 2010
Microsoft Office Professional Plus 2007.

7. MaTepuanbHO-TeXHUYeCKoe obecnevyeHne ANCLUNNMUHDI

AyouTtopun Ayn. 420: Komnnektel mebenun ans | Microsoft Windows 7 (64 paspsgHas)
ans npoeene- | ydebHoro npouecca. N3OBM-12 (komnb- | MNMpodeccrnoHanbHasi JInueHsus
Hus 3aHaTUA | toTep Core i5-4460), npoekTtop Acer pro- | (DreamSpark); Microsoft Office
nekuuoHHoro | jector X1383WH, akpaH, cteHabl — 5 | (standart) 2007 [MpodeccuoHanesHas
TMna, nabopa- | WT., 6roK ynpaBneHusa komnnekca pa- | JinueHsma (DreamSpark );Microsoft Ac-

TOPHbIX U OVOKOHTpOrS 1 noucka paguonepe- | cess 2007 lMpodeccnoHanbHaga Jluuex-
NpakTU4eCcKMX | JalowWmx  YCTPOUCTB 3ua (DreamSpark ); Microsoft Project

3aHATUN «OMETA» (nepeHocHon), MY 3awwutbl | 2007 [MpodeccuoHanbHas JlnueHsusa (

pPecypcoB ceTn OT BHYTPeHHUX M BHew- | DreamSpark); Microsoft Share Point

Hux atak CISCO ASAL505-KB, nepe- | 2007 T[lpodeccrmoHanbHas JivueHsna
HOCHOM Komnnekc ans aetomatmsaumu | (DreamSpark ); Microsoft Visio 2007
naMepeHnin nNpu nposefeHun uccrneno- | NpodeccnoHanbHas JInueHsaus (

BaHWI U KOHTPOJSI TEXHUYECKNX CPEACTB
OBT «HABUTATOP-M3I»; cpeacTtso
aKTMBHOW 3awuTbl WHpopmMauum oT
yTeukn 3a cyeT NoboyHbIX 3nekTpomar-
HUTHbIX WU3MYyYEHUN U HaBOAOK

DreamSpark ) Microsoft SQL server
2008 TpodeccuonanbHaa JinueHausa (
DreamSpark); 1 C Npegnpuatue JlnueH-
3ud; 7-Zip File Manager (apxuBa-
Top)becnnatHoe [10O; Adobe Acrobat



https://www.edu.ru/
https://elibrary.ru/defaultx.asp
https://niks.su/
http://window.edu.ru/
http://biblos.vsuet.ru/megapro/web
https://minobrnauki.gov.ru/
https://npoed.ru/
https://education.vsuet.ru/
http://biblos.vsuet.ru/MegaPro/Web/SearchResult/MarcFormat/100813

«COHATA-P3.1»; cuctema 3awmtbl pe-
yeBoM WHpopmaumm «CoHata-AB-46»
(LleHTpanbHbIn GMOK NUTaHWUS U ynpas-
neHus + Paamblkatenu B coctaBe CBA3
CoHarta AB);

Reader (becnnaTtHoe MO); Adobe Flash
Player (BecnnatHoe T[10); FAR file
managerbecnnaTtHoe Mno; Google
ChromebecnnatHoe [10O; Java TM 7
(64bit)becnnatHoe T10; K-Lite Codec

PackBbecnnaTtHoe Mno; Mozilla
FirefoxbecnnatHoe T[10O; Oracle VM
VirtualBoxbecnnatHoe [10O; Sublime

TextbecnnaTtHoe [10; Symantec End-
point Protection 12(3ameHeH Ha

npodeccnoHarnbHbIi obHapyxuTenb
CkpbITbix Bugeokamep COKOJ1-M (nepe-
HOCHOI); MopTaTUBHLIN OBHapyxuTernb
3aknagok Protect1203 (nepeHoCHOW);
YCTPOMCTBO aKTUBHOW 3almTbl MHGOpP-
Maumm «BETO-M»; 3neKTPOHHbIN 3aMOK
Samsung SHS-2920

AVP Kaspersky)becnnatHoe Mno;
VMWare Player (BecnnatHoe lMO); Ak-
TmBupyc “3opkun a3’ (becnnaTtHoe
rnoy; Lazarus (ananor
Delphi)becnnatHoe T10; SmathStudio
(aHanor  Mathcad)becnnatHoe  T10;
NanoCAD (ananor Autocad)becnnaTtHoe
MO; Gimp (rpaduycknii pegaktop aHa-

nor Photoshop)becnnatHoe Mno;
Avidemax (Bugeo pepaktop)becnnaTtHoe
MO; Virtual Dub (BMgeo pepak-

Top)becnnatHoe MNO; Free Pascal (bec-
nnatHoe [10); Ctpax NT Bep.3.0 Cep-
Tudpmkat PCTOK Ne 2145 30.07.2013 r.;
Pesusop 1XP Ceptudpumkar ®CTIK Ne
989 08.02.2015 r.; PeBusop 2XP Cep-
Tucpmkat GCTIOK Ne 990 08.02.2015 r.;
dukc

2.0.2 Ceptudumkar SCTIK Ne1548
15.01.2015 r.; PeBusop cetn Bep.3.0
CepTtudpukat PCTOK Ne3413 02.06.2015
r, C3WM MNaHumpb K CepTudukar
dCTIK

Ne1973 09.12.2015 r.; C3U Dallas Lock
8.0 K Cepmndukar PCTOK Ne2720
25.09.2015; C3U Dallas Lock

8.0 C Ceptudukatr OSCTIK Ne2945
16.08.2013

Ayantopun
ons nposege-
HUA 3aHATUN
TNEKLNOHHOro
Tuna, nabo-
PaTOPHbIX U
npakTuye-
CKMUX 3aHATUN

Ayn. 332a: Komnnektel mebenu ans
y4yebHoro npouecca. NMN3BM — 12 (kowm-
netotep Core i5-4570),cpeacTBo akTuB-
HOW 3awuTbl WMHpOpMauun wnsgenve
«Cantotr 2000C» c perynartopomMm Bbl-
XOOHOr0 YPOBHS LUyMa, CTeHAbl — 5 WT.
Ayn. 424: Komnnektel Mebenu ans
yyebHoro npouecca. NMN3BM — 12: pabo-
yaa ctaHums CPU Core 2Duo E6300 —
1.86 — 10 wrt, Celeron D2.8 — 2wr.;
cTeHabl — 3

Ayn. 420: Komnnektel mebenn ans
y4yebHoro npouecca. NMN3BM-12 (komnb-
toTep Core i5-4460), npoekTop Acer pro-
jector X1383WH, akpaH, cTteHapl — 5
wT., 6NOK ynpaBneHust KOMMMekca pa-
OWNOKOHTPOIS U noucka paguonepe-
Jawuwmx  yCTPOWCTB

«OMElA» (nepeHocHown), MY 3awuTbl
pPECypCoB CETU OT BHYTPEHHUX U BHELL-
HMx atak CISCO ASA5S505-KB, nepe-
HOCHOM KOMMJIEKC Ans aBTomaTu3auuu
M3MEpPEHNN Npu NpPoOBEAEHUN UCCneao-
BaHWI U KOHTPOJISI TEXHUYECKNX CPEACTB
OBT «HABUIATOP-T3I'»; cpencTtso

Microsoft Windows 7 (64 paspsigHas)
MpodeccnoHanbHas JInueHsus (
DreamSpark ); Microsoft Windows 2003
MpodeccnoHanbHas JInueHsus (
DreamSpark ); Microsoft  Office
(standart) 2007 [lpodeccrmoHanbHas
JlnueHsusa ( DreamSpark );Microsoft Ac-
cess 2007 lNpodeccunoHansHasn Jlnuex-
3na ( DreamSpark ); Microsoft Project
2007 TlpodeccuonanbHaa JivueHausa (
DreamSpark ); Microsoft Share Point
2007 TpodpeccuonanbHasa JivueHaus (
DreamSpark ); Microsoft Visio 2007
MpodeccmnoHansHaga JInueHsaus
(DreamSpark ) Microsoft SQL server
2008 TlMpodpeccmnoHanbHasa JivueHsmsa (
DreamSpark ); 1 C lpegnpuatue Jlun-
ueHsus; 7-Zip File Manager (apxuBa-
Top)becnnatHoe [1O; Adobe Acrobat
ReaderbecnnatHoe [10; Adobe Flash
Player bBecnnatHoe T[10; FAR file
managerbecnnartHoe Mno; Google
ChromebecnnaTtHoe [10O; Java T™M 7
(64bit)becnnatHoe [10O; K-Lite Codec
PackbecnnatHoe no; Mozilla




aKTMBHOM  3alUMTbl  MHGOPMaLMKM  OT
YyTEeYKM 3a cyeT NobOoYHbIX 3nekTpomar-
HUTHBIX W3IMYy4YEeHWA U HaBOZOK
«COHATA-P3.1»; cuctema 3awutbl pe-
yeBon WHdopmauun «CoHaTa-AB-4b»
(LleHTpanbHbIA GMOK NUTaHWs U ynpae-
neHus + Paamblkatenu B coctaBe CBA3
CoHata AB); npodeccuoHaneHbln 06-
HapyXuTernb CKpbITbiX Buaeokamep CO-
KOJ1-M  (nepeHocHoM); nopTaTUBHbIN
obHapyxuTenb 3aknagok Protect1203
(nepeHocHon); YCTPOWCTBO  aKTUBHOW
3awmtel  nHpopmaumm  «BETO-My;
AMEKTPOHHLIN  3aMOK  Samsung SHS-
2920

FirefoxbecnnatHoe [10O; Oracle VM
VirtualBoxbecnnatHoe [1O;  Sublime
TextbecnnatHoe [10; Symantec End-
point Protection 12 (3ameHeH Ha AVP
Kaspersky)becnnatHoe [10; VMWare
PlayerbecnnatHoe IO;  AHTuBMpYC
“Sopknii rmas’becnnatHoe [O; Lazarus

(aHanor Delphi)becnnaTtHoe Mno;
SmathStudio (aHanor
Mathcad)becnnatHoe [10; NanoCAD

(ananor Autocad)becnnatHoe MO; Gimp
(rpachuuckmit  pepaktop aHanor Pho-
toshop)becnnatHoe [O; Avidemax (Bu-
neo pepaktop)becnnatHoe [10O; Virtual
Dub (Bugeo pepaktop)becnnatHoe [10;
Free PascalbecnnatHoe MO

(ayn.420) Crtpax NT Bep.3.0 Ceptudm-
kaT ®CTOK Ne 2145 30.07.2013 r.; Pe-
Bun3op 1XP Ceptudpmkar ®CTIK Ne 989
08.02.2015 r.; PeBusop 2XP CepTtudu-
kaT ®PCTOK Ne 990 08.02.2015 r.; dukc
2.0.2 Ceptudpukar OCTOK Ne1548
15.01.2015 r.; PeBusop cetn Bep.3.0
Ceptudgukatr ®CTOK Ne3413 02.06.2015
r.; C3M MaHumpb K Ceptundukar CTIK
Ne1973 09.12.2015 r.; C3U Dallas Lock
8.0 K Ceptugukar SCTIOK Ne2720
25.09.2015; C3M Dallas Lock 8.0 C
Ceptudgukar PCTIK Ne2945 16.08.2013

AyouTtopun YuTanbHble 3anbl 6ubnuotekn: Komnb- | Microsoft Office Professional Plus 2010
nnsa camo- toTepbl cO cBOOOAHbIM OOCTYNOM B ceTb | Russian Academic OPEN 1 License No
cToAATeNbHOMU | VIHTEpHET ”M OneKTpoHHbIMKM Oubnumo- | Level #61181017 ot 20.11.2012 .
paboThl, Kyp- | TEYHbIMM M MHGOPMALMOHHO cnpaBou- | http://eopen.microsoft.com.

COBOro " HbIMW CUCTEMaMU; ABTOMaTM3MpOBaHHas UHTErpMpoBaHHas

onbnunortevHasa cuctema

annnomHoro | Ayn.424: Komnnektel mebenu anga | «Merallpo», Homep nuueHsnn: 104-

NPOEKTUPOB y4ebHoro npouecca. Konudecteo M3OBM | 2015, [ata: 28.04.2015. Horosop
aHus — 12 (paboyvas cTaHumas CPU Core | Ne2140 ot 08.04.2015 r. Ypo-

2Duo E6300 —
1.86 — 10 wT, Celeron D2.8 — 2 wr.),
CTeHabl — 3

BEHb NuueH3nn « CtangapT»

Microsoft Windows 2003 [Mpodeccuo-
HanbHas JluueHsua ( DreamSpark ); Mi-
crosoft Office (standart) 2007 lMpodec-
CvoHarbHasi JInueHsns (
DreamSpark

);Microsoft Access 2007 [lpodeccuo-
HanbHas JlvueHana ( DreamSpark ); Mi-
crosoft Project 2007 T[MpodeccmoHanb-
Has JlnueHsusa ( DreamSpark ); Microsoft
Share Point 2007 [MpodeccunoHansHas
JnueHsusa ( DreamSpark ); Microsoft Vi-
sio 2007 MNpodeccroHanbHas JuueHaua
( DreamSpark ) Microsoft SQL server
2008 TpodeccuonanbHaa JinueHausa (
DreamSpark ); 1 C [lpeanpusatue Jlu-
ueHsud; 7-Zip File Manager (apxuBa-
Top)becnnatHoe [1O; Adobe Acrobat
ReaderbecnnatHoe [10O; Adobe Flash
Player bBbecnnatHoe T[10; FAR file
managerbecnnatHoe no; Google
ChromebecnnatHoe [MO; Java TM 7
(64bit)becnnaTtHoe [1O; K-Lite Codec
PackBecnnatHoe Mno; Mozilla
FirefoxbecnnatHoe [10O; Oracle VM



http://eopen.microsoft.com/

VirtualBoxbecnnatHoe [1O; Sublime
TextbecnnatHoe [10; Symantec End-
point Protection 12(3ameHeH Ha AVP
Kaspersky)becnnatHoe [10; VMWare
PlayerbecnnatHoe  [O;  AHTuBMpYC
“Bopknii rmas’becnnatHoe [O; Lazarus
(aHanor Delphi)becnnaTtHoe Mno;
SmathStudio (aHanor
Mathcad)becnnatHoe [10; NanoCAD
(ananor Autocad)becnnatHoe NMO; Gimp
(rpachuuckmt  pepaktop aHanor Pho-
toshop)becnnatHoe [O; Avidemax (Bu-
neo pepaktop)becnnatHoe [10O; Virtual
Dub (Bngeo pepaktop)becnnatHoe MMO;
Free Pascal

8 OueHouYHble MaTepuanbl Ans NPOMEXYTO4YHOM aTTecTaumm oby4arowmxcs
no AucuunnuHe

8.1 OueHouYHble maTepuanbl (OM) ana oMCUMNAMHBI BKIIOYAKOT:

nepeyeHb KOMMNeTeHUMN C yKa3daHMeM 3TanoB ux popMmnpoBaHns B npoLecce oc-
BOeHMs1 obpasoBaTenbHOM NporpamMmsl;

onuMcaHue nokasaTenen n KputepueB OUEHMBAHUS KOMMETEHLUMA Ha PasfnNYHbIX
aTanax ux popmMmmpoBaHusl, onucaHune Lwkan oueHMBaHuS;

TUMOBLIE KOHTPOSIbHbLIE 3a4aHUs UMM WHblE MaTtepuansl, Heobxogumble ONS
OLEHKMN 3HaHWW, YMEHWN, HaBLIKOB M (MUNIM) OnbiTa AEATENbHOCTU, XapaKTepu3yrLmnX
aTanbl (hOopMMpPOBaHMS KOMMETEHUMN B MNpouecce OCBOeHMs1 obpasoBaTeribHOM Mnpo-
rpammbl;

MeToaudeckue mMartepuansl, onpegenswoolmne npouenypbl OLEHUBAHUSA 3HAHWUN,
YMEHUIN, HABbIKOB U (UNIM) ONbiTa OEeATENbHOCTU, XapaKTepuayoLwwmx atansl opMupo-
BaHUS KOMMETEHLMNA.

8.2 [Ina kaxgoro peaynbTata obydeHnsa no AucumninHe onpenensaTcs nokasa-
TENMN U KPUTEPUM OLIEHUBAHMUSA CHPOPMUPOBAHHOCTU KOMMETEHUMA HA pasfn4YHbIX dTa-
nax nx popmMmpoBaHus, LWKanbl 1 Npoueaypbl OLEeHNBaHUS.

OM npeacTaBnaTCa OTAENbHBIM KOMMMEKTOM U BXOAAT B CcOCTaB pabouen
nporpamMmmMbl QUCLUMINHDI.

OueHo4Hble MaTepuansl oopmupytoTcs B cootseTcTBun ¢ 1 BI'YUT «[lonoxe-
HMne 06 OLLEHOYHbIX MaTepuanax».

[lokymeHT cocTaBneH B cooTBeTcTBUMN € TpeboBaHmsamu ®IOC BO no cneumans-
HocTn 10.05.03 WHdopmaumnmoHHas ©e30macHOCTb aBTOMATM3MPOBAHHbLIX CUCTEM U
cneunanmsauun bes3onacHocTb OTKPbITbIX MHAPOPMALMOHHBLIX CUCTEM.
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(nanmenonanue JUCLHUIUINHBI, IPAKTUKNA B COOTBETCTBHU C y'-le6]IbIM l'lJ'[ﬂ”OM)




1 IlepevyeHb KOMNETEHIMIA C YKa3aHHEM 3TANOB UX (GOPMHUPOBAHUA

Nen Kon Copep:xaHnue KOMIIETEH- B pesynbraTe uzydyenus: yueOHON TUCIMIUTHHBI 00YYarOIIHACs
In KoMmrie- | UM (pe3ysIbTaT OCBOCHH) JTOJIKEH:
TEHIIUU 3HATh yMETh BJIaJCTh
1 |IIK-9 CIOCOOHOCTBIO ~ Y4acTBO- | 6a30Bble BOIIPOCHI | y4acTBOBaTb B pa3- | METOJUKONW aHalu3a
BaThb B pa3pabOTKe 3allu- | IOCTPOEHHS  OT- | pabOTKE KOMIIOHEH- | CTPYKTYPBl ~ OTKPBI-
IICHHBIX  aBTOMATH3HPO- | KPBITBIX ~ MH(OP- | TOB OTKPHITHIX HH- | ThIX HMH(OpPMAIHUOH-
BaHHBIX CHCTEM B cdepe | MAIIMOHHBIX  CH- | (JOPMALMOHHBIX CH- | HBIX CHCTeM. Tep-
podeCCHOHATLHON  1esi- | CTeM. cTeM MHUHOJIOTHEH U CH-
TEJIBHOCTH CTEMHBIM IOJIXO0M
MOCTPOCHUST  3aIlH-
LIEHHBIX OTKPBITHIX
WHPOPMALMOHHBIX
CHUCTEM
2 | [ICK-4.1. | cnocoOHOCTBIO Ha Tpak- | OPUHIMIIBI  Pabo- | MPOSKTUPOBATh B3a- | HABBIKAMU PEIICHUS
TUKE MPUMEHSTh HOpPMa- | Thl CETEBBIX IPO- | UMOACHCTBUS dbopmanusyemMblx U
TUBHBIC JOKYMEHTHI, OT- | TOKOJOB M TEXHO- | MHOTOMAIINHHBIX TpyAHO ¢opMaIu3y-
Hocsimuyecs: K oOecriede- | Joruil  mepenadd | MHGOPMAaLUOHHBIX eMBIX 3a]a4, a TaKKe
HUIO  WHPOPMALMOHHOW | TAHHBIX B OTKPBI- | CHCTEM, HCIOJB3Ys | MPOCKTUPOBAHMUS
0e30IacHOCTH  OTKPBITHIX | TBIX HMH(OpMaUu- | CTAHAAPTHBIE NPOTO- | HHPOPMALIMOHHBIX
WHQOPMAIMOHHBIX CUCTEM | OHHBIX CHUCTEMaX, | KOJbI STaJIOHHOM | MPOLIECCOB
OCHOBHbBIE  CTaH- | MOJENIH, HPUMEHSThH
JapTel  IOCTpOe- | HAa MPAaKTUKE CTaH-
HUSL ¥ B3aUMOJEH- | JapThl, OTHOCSIIHECS
CTBHSI OTKPBITBIX | K OTKPBITBIM HH(OP-
CHUCTEM MAalMOHHBIM  CHCTe-
Mam
2 IMacnopt ()oHIA OLIEHOYHBIX CPEICTB MO TMCUMUILINHE
No Konrtponupyemsie Moy- Wnnexc koHTpoupye- TexHonorus
. /;1 TIi/pa3aesbl/TeMbl JUCIU- | MOW KOMIIETCHIMH (MITH OrneHOYHBIE CpeICTBA OIIEHKH (C1I0c00
TTHHBI €€ JacTH) KOHTPOJIS)
OmnpezneneHue U CBOMCTBa
bnanounoe Te-
1 OTKPBITBIX WH(OPMAIHOH- TectupoBanue Ha 3auere
CTHpOBaHHE
HBIX CUCTEM
[1K-9 KontponbHbie Bompocsl K Te-
KYIIUM OINpOcaM Ha TpaKTH4e Konrpox,  mipe-
KﬂaCCI/I(i)I/IKaHI/IH OTKPBITBIX ym p p oJaBaTeIeM
2 CKUX paborax
WHQOPMAITUOHHBIX CUCTEM
KonTpons mnpe-
TeMsbl 10KIa710B
1oJlaBaTeNeM
brnanounoe Te-
TectupoBanue Ha 3aueTe
CTHPOBaHHE
Mogens OTKpBITBIX CHCTEM KoHTponbHBIE BOMpOCH K Te-
. Kontpose mnpe-
3 | Open-systems environment ICK-4.1 KYIIUM OIpOcCaM Ha TpaKTHye-
1oJaBaTeneM
(OSE) CKHX paboTax
Kontpose mnpe-
Bompochk! k KOJIUTIOKBUYMY
MoJ1aBaTeNIeM
brnanounoe Te-
TectupoBanue Ha 3aueTe
CTHPOBaHHE
ba3oBas 3TanoHHast MOJEIb KoHTposbHBIE BONpPOCH K Te-
Kontpose mnpe-
4 | B3aMMOCBS3H OTKPBITBIX [ICK-4.1 KyIlIUM OINpOcCaM Ha IpakThye- -
cucreM (Mozaenb OSI) CKHX paboTax
KonTpons mnpe-
Bomnpockl k KOJIUIOKBUYMY
10JJaBaTeJIEM




3. OueHoYHBIE CPeCTBA IJIs1 MPOMEKYTOUHOM aTTeCTAIIUH
3.1  TecrupoBaHue Ha 3a4eTe
3.1.1. TIK-9 - cnocoGHOCTBIO yUacTBOBaTh B pa3pabOTKE 3alMINEHHBIX aBTOMATH3UPOBAHHBIX CHUCTEM B
chepe npodecCHOHATBHON TESITEITEHOCTH

Ne 3ana- ®opmyIHpoOBKa BOIIpoca
HUS

Uepes ypoBeHb MOJETN B3aUMOIEHCTBUS OTKPBITBIX CUCTEM
OCYILIECTBIISIETCA JOCTYII K CETEBBIM pecypcam

* [IpukiagHoit

* [IpencraBuTenbCckui

* CeaHCOBBII

* TpaHcniopTHBII

01

YPOBEHBb MOJEIH B3aUMOJICHCTBUS OTKPBITBIX CUCTEM
OCYIIECTBIISIET MPeoOpa3oBaHie JaHHBIX MTaKeTa B aOCTPaKTHBIN YHHUBEPCATbHBII
¢dhopmar:
02 * [IpuxmamHoi
* [IpencraButensckuii
* CeaHCOBBI
* TpancniopTHbII

YPOBEHBb MOZETH B3aUMOJECHCTBHUS OTKPBITBIX CUCTEM
ocymecTBIsIeT GYHKLIUH yIPaBICHHUS AUATOTOM MEXKIY KOMIIBIOTEPAMU:
* [IpuxianHoi
* [IpencraBuTenbCKUM
* CeaHCOBBI
* TpaHncniopTHBII

03

Mojenp B3auMOJEHUCTBUS OTKPBITBIX CUCTEM COCTOUT U3
YPOBHEH.

5

04 6

o7

8

9

Ha ¢uznueckoM ypoBHE MOJIENN B3aMMOJICHCTBHUS OTKPBITBIX CHCTEM PabOoTaeT:
* [Iporoxon TCP

05 * [Ipotoxon UDP

* [Iporoxon IP

« Ethernet

Ha cereBoM ypoBHE MOJIe/TN B3aMMOJICHCTBUS OTKPBITBIX CHCTEM PadOTaeT:
* [Ipotoxon TCP

06 * [Ipotoxon UDP

* [Iporoxon IP

« Ethernet
MapupyTusupyeMble IPOTOKOJIBL:
e TCPIAP
07 e NW.LIink
e NetBEUI
e |PX/SPX
I[J'Iﬂ pa60TBI B CCTHU I/IHTCpHeT HCIIOJIB3YCTCA IMPOTOKOJI:
e TCPAIAP
08 e NWLIink
e NetBEUI
e |PX/SPX
09 ,Z[JI}I nepeaayn faHHbIX B rI100aJIBbHBIX CETAX HCIIOJIB3YHOTCA

e Ethernet




e ATM
e CDDI
e X.25
e Token Bus
e Frame relay
Jyis paboTHI TOIBKO B HEOOJIBIITUX JIOKATBHBIX CETSIX UCTIOIB3YOTCS TPOTOKOJIBL:
e TCPAP
10 e NWLink
e NetBEUI
o [PX/SPX
Crexk npotokosioB TCPSP padoTaer Ha ocHOBE
e TCP-agpecos
11 e |P-ampecos
e MAC-aapecoB
L4 HUMCH
[Tporokoun IPX/SPX pabotaet Ha ocHOBE
e TCP-agpecos,
12 e IP-ampecos,
e MAC-aapecos,
®  pMeH.
IIporoxon NETBEUI paboraeTr Ha ocHOBe
e TCP-agpecos
13 e |P-ampecos
L4 HUMCH
e MAC-aapecoB
3.1.2. TICK-4.1 - crnocoGHOCTBIO Ha MPAKTHKE MPUMEHATh HOPMATHBHBIE JOKYMEHTBI, OTHOCSIIHECS K

00eCcIeUeHUO HH(l)OpMaI.IHOHHOfI 0e30IMmacHOCTH OTKPBITBIX I/IH(i)OpMaI_II/IOHHLIX CUCTEM

14

HaI/I60J'II>Ile}O CKOPOCTD Iepeaavin JaHHbIX U3 IIEPECYNUCIICHHBIX UMECT!
Ethernet

ATM

X.25

Token Bus

Frame relay

15

Texuomnorus nepeaavu JaHHbIX B FHOG&J‘ILHHX CETAX C peTpaHCHﬂHHeﬁ JAHHBIX
Ha3bIBACTCH.

Ethernet

ATM

CDDI

X.25

Token Bus

Frame relay

16

ACI/IHXpOHHaH nepeaava JaHHbIX B FJ'I06aJ'IBHBIX CCTAX HA3BIBACTCA:
« Ethernet

* Frame relay

« ATM

- CDDI

* X.25

» Token Bus

17

MapmpyTu3arus, TaOJIUIBl MapIIPyTH3AINH IJIs1 KOTOPO# CO3Mar0TCs
aIMUHUCTPATOPOM CETH, HA3bIBACTCH ...

18

MapmpyTtuszanus, TabIUIbl MapLIIPyTU3ALUK AJ1s1 KOTOpo# co3aatorcs RIP -
MPOTOKOJIOM, Ha3bIBAETCH .. ..

19

B tabnmue |P-mapmpytuzanuu ucnonssyercs agpec 0.0.0.0




* JInig anpecaliyu JIOKaJIbHOM CeTH

* Jlns agpecanuu rpynmnoBOi pacChLIKU

* Jlns1 agpecanivy MakeToB MO YMOTYAHUIO

* Jlns agpecaniyy MUPOKOBEIIATEIBHBIX TAKETOB

» Jlns1 ampecanuu caMoro KOMITbIoTepa (00paTHbIH aapec)

20

B Tabnuue IP-mapmpytuzanum ucnonssyercs agpec 127.0.0.1
* Jlns1 anpecanyu JIOKaabHOH CeTH

* Jlns1 agpecanyu rpynmnoBOi pacChlUIKA

* Jlns1 anpecanuy caMoro KOMITbIoTepa (00paTHbIH aapec)

* Jlns1 ampecaluy MUPOKOBEIATEIbHBIX TAKETOB

* JInst azipecanyyl MakeToB MO0 YMOTYAHHIO

21

B Tabnuue IP-mapmpytuzanuu ucnonssyercs agpec 192.168.0.5
* Jlns agpecariivi KOMIIBIOTEPA B CETH

* JIng anpecaiiyiul JIOKaJIbHOM CeTH

* [lns1 ampecauy TpynImoBOd pacChUIKH

» Jlns agpecariiv MakeToB 10 YMOTIAHUIO

* Jlns1 ampecaluy MUpOKOBEIATEIbHBIX TAKETOB

* Jls1 agpecariy caMmoro KoMIbioTepa (0OpaTHBIH ampec)

22

B tabmume IP-mapmpytu3zanuu ucnoiaszyercs aapec 192.168.0.0
* Jlns1 agpecanuu JIOKaIbHOM ceTu

* [lns1 ampecauy rpynmoBOd pacChUIKH

» Jlns agpecariiv MakeToB 10 YMOTIAHUIO

* Jlnst agpecanuyl IIMPOKOBENIATENbHBIX TTAKETOB

* Jls1 agpecariy caMmoro KoMIbioTepa (0OpaTHEIH ampec)

23

B tabaume IP-mapmpytu3anun ucnoiszyercs aapec 192.168.0.255
* Jns1 agpecanuu JIOKaIbHOM ceTu

* JIns1 agpecanyu rpynnoBOd pacCchUIKU

* Jlng agpecaryiy MakeToB 10 YMOJTYAHUIO

* JIns agpecanuyl IIMPOKOBENIATEIbHBIX TTAKETOB

* Jlns1 anpecanuy caMoro KOMIIbroTepa (00paTHbIi agpec)

24

B Tabnune IP-mapmpytuzanum ucronssyercs agpec 224.0.0.0
* Jns1 anpecanuu JIOKaIbHOM ceTu

* Jloist anpecaruyl TpymIImoBOi pacChUIKH

* Jlst agpecanuy makeToB M0 YMOTIaHUIO

* Jlnst agpecanuy MupOKOBENIATEIBHBIX TAKETOB

* Jlns agpecaruu camoro KoMIbioTepa (00paTHBIN anpec)

25

Mertpuka B TabiHIIaX MapUIPYTH3AIUN XapaKTEPU3yeT
* CKOPOCTB TIepeiaun

* 3(h(heKTUBHOCTH TIepeaun

* HATPY3Ky CeTH

26

st mpoBepku paboTocrnocoOHOCTH ceTH Ha ocHoBe npoTokosia TCPAP ciyxut
mporpamma:

* Ping

* Ipconfig

* Netstat

27

Jia mpoBepku HacTpoek npotokona TCPSP ciyxut nporpamma:
* Ping
» Ipconfig

28

B 3nannmn y4eOHOTO 3aBelICHHsT B COCETHIX MMOMEIICHUSX HAXOUTCS IECTh
KOMIIBIOTEPHBIX KJIACCOB, [IBa U3 HUX OOBEANHEHBI C IOMOLIBIO ITHHBI, YETHIPE C
MOMOIIBIO KOHIIeHTpaTopa. HeoOxoauMo mpeaocTaBuTh BOZMOKHOCTH 0OMEHa
nH(popMarueil Mexnay kinaccamu. s ux o0beIMHEHHS B CETh HEOOX0ANMO
UCIIO/b30BaTh:

* KOHLIEHTPATOp

* KOMMYTaTOp




* MapuIpyTU3aTOp

29

B 3nanuu yueOHOTo 3aBeIcHUS] B COCEIHUX MMOMEIICHUSIX HAXOAUTCS IIECTh
KOMITBIOTEPHBIX KJIaCCOB, J1Ba U3 HUX 00BEIUHEHBI C IIOMOIIBIO IIIMHBI, YETHIPE C
MOMOIIBI0 KOHIIeHTpaTopa. HeoOXoauMo nmpeocTaBUTh BO3MOXKHOCTh OOMEHa
nH(popMarueit Mexay kinaccamu. s ux o0beInHEHHS B CETh HEOOX0IUMO
WCIIOB30BaTh:

* MHOTOPaHTOBYIO CETh

* OJIHOPAHTOBYIO CETh

30

B 3nanuu yueOHOTO 3aBeIcHUS B COCETHUX MMOMEIICHUSIX HAXOAUTCS IIECTh
KOMITBIOTEPHBIX KJIaCCOB, JIBa U3 HUX 00BEIUHEHBI C TIOMOIIBIO IIIMHBI, YETHIPE C
MOMOIIBIO KOHIIeHTpaTopa. HeoOXouMo mpeiocTaBUTh BOBMOKHOCTh 0OMeHa
nH(popMarueil Mexay kinaccamu. s uX o0beInHEHHS B CETh HEOOX0IUMO
WCIIOBb30BaTh:

* Hub

* Swich

* Router

31

B oduce ToNbKO UYTO OTKPHITON pelaKllM B YaCTH KOMHAT HE TIPOBEICH PEMOHT,

W 4acTh KOMHAT OyJzieT 000pyI0BaThCcs KOMIIbIOTEpaMu mo3xe. Heobxoanmo cpouno
00ecreYnTh BO3MOKHOCTh OPTaHU3AIMH CETH MEXKY YK€ yCTaHOBICHHBIMHU pabouuMHu
CTaHIUAMH C TIETBI0 UMETh BO3MOKHOCTD CETeBOU IedaTH u oOMeHa Qaiinamu. [
MOCTPOEHHUS CETH 0 ceTeBoMy cranmapty Fast Ehernet 100 Base TX neo6xoaumMo
HCIIOJIb30BaTh (MHOYKECTBEHHBIN BBIOOD):

* KOHIIEHTPATOP

* ka0Oesb BUTas mapa

* BNC - xonHexTOpHI

* KOHHEKTOpHI RJ-45

* KOAKCHAJIbHBIN Kabenb

* TEPMUHATOPEI

32

B oduce TONBKO U4TO OTKPHITON pelakIlMK B YaCTH KOMHAT HE TIPOBEJICH PEMOHT,

M 4acTh KOMHAT OyJIeT 000pyI0BaThCsI KOMITbIOTEpaMH moke. Heobxoaumo cpouHo
o0ecrneynTh BO3MOKHOCTh OPTaHU3AIMN CETH MEXK/TY YKE YCTAaHOBICHHBIMU paOOYUMH
CTaHIMSIMH C LIEJBbI0 UMETh BOBMOKHOCTh CETEBOH mevaTH u oomeHa Qaiinamu. i
MOCTPOSHHUS CETH IO ceTeBoMy cranmapty Ehernet 10 Base 2 neo6xoaumo
HCIIONIb30BaTh (MHOKECTBEHHBIN BHIOOD):

* KOHIIGHTPATOP

* ka0enp BUTas mapa

* BNC - xonHexTOpHI

* KOHHEKTOpHI RJ-45

* KOAKCHAaJIbHBIN Ka0elb

* TEPMUHATOPBI

33

B oduce ToBKO UTO OTKPBITON pEAAaKLUK B YaCTH KOMHAT HE IPOBEICH PEMOHT,

Y 9acTh KOMHAT OyZeT 000pyIoBaThCsl KOMITbIOTEpaMH mmoxe. Heodxoammo cpouHo
o0ecreYnTh BO3MOKHOCTh OPTaHU3AIMN CETH MEXTy YK€ YCTAaHOBICHHBIMU pabouuMH
CTaHIMSIMH C LIEJBI0 UMETh BO3MOKHOCTh CETEBOH nevaTH u oomeHa Qainamu. n
MIOCTPOSHHMS CeTH 10 ceTeBoMy ctannapty Ehernet 10 Base T neooxoaumo
HCIIONTH30BaTh (MHOKECTBEHHEIH BHIOOD):

* KOHIIEHTPATOP

* kabenp BUTas mapa

* KOHHEKTOpHI RJ-45

* BNC - koHHEKTOpBI

* KOAKCHAaJIbHBIA Kabenb

* TEpPMHUHATOPHI

34

B anmapartHo# THAPOINIEKTPOCTAHIIMYA HEOOXOAUMO 00BETUHUTH B CETh

KOMITBIOTEPBI TEXHOJIOTOB-0NEPATOPOB € IEIbI0 ONlepaTuBHOI0 0OMeHa HH(opMaruei o
X0JI€ TEXHOJIOTHUECKOro npouecca. CieayeT NOMHUTH O HAJTMYUU BBICOKOTO YPOBHS
JIEKTPOMATHUTHBIX TOMeX. [T CO3MaHUs CETH HENb3s UCIIOJIb30BATh CETEBOM CTAHIAPT:




« Fast Ethernet 100 Base FX
« Ethernet 10 Base FL

« Fast Ethernet 100 Base TX
« Ethernet 10 Base 2

B anmapatHoit THIpO3IeKTPOCTAHITHN HE00X0IUMO O0hETHHATD B CETh

KOMITBIOTEPBI TEXHOJIOTOB-0IIEPATOPOB C IIEIbI0 OMEPATUBHOTrO 0OMEHa HH(pOpMAIIHEH 0
X0J1e TEXHOJOTHYECKOTOo Iporecca. CiaeayeT NTOMHUTh O HAIMYUU BEICOKOTO YPOBHSA

35 ANEKTPOMATrHUTHEIX MToMeX. Hammydiyro 3amuTy oT moMex 00ecTeunT HCTI0Ib30BaHue
Kabens:

* Buras napa

» KoakcmanbpHOTO

* ONTOBOJIOKOHHOTO

3.2 KoHTPOJIbHbIE BONPOCHI K TEKYIIHM ONPOCAM HA NPAKTHYECKHX Padorax
3.2.1. TIK-9 - crnocoGHOCTBIO yyacTBOBAaTh B pa3paboTKe 3alIMIIEHHBIX aBTOMATU3MPOBAHHBIX CHUCTEM B cdepe
po(heCCHOHATILHOMN JESTENBHOCTH

Ne 3ana- dopmyIHpoBKa BOIpoca
HUS

OcHOBHBIE XapaKTEPUCTUKH JIOKAIBbHBIX CETEH.

MHOropaHroBsl€ CETH.

OHOPAHTOBBIC CETH.

Buibl cepBepoB B JTOKaJIbHOM CETH.

Cpena nepenaun nanubeix. Koakcuanbhblil kabenb. OCHOBHBIE XapaKTEPUCTUKH.

Cpena nepenaun nanHbeix. Butas napa. OCHOBHbIE XapaKTEPUCTUKU.

N w N =

Cpena nepenaun 1aHHbIX. ONTOBOJIOKOHHBIN Ka0ennb. OCHOBHBIE XapaKTEPUCTUKH.

3.2.2. HCK 4.1 - ctocoGHOCTHIO Ha TPAKTUKE MPUMEHSTh HOPMATHBHBIC JOKYMEHTBI, OTHOCSIIIUECS K o0ecrede-
HUIO MH()OPMAIIMOHHON GE30MaCHOCTH OTKPBITHIX HHYOPMAIMOHHBIX CHCTEM

1. Cpena nepenaun AaHHbIX. becripoBoanas cpea. OCHOBHBIE XapaKTEPUCTHKH.

2. Tomomorus cetn «Koabmoy.

3. Tononorus cetu «lIuna.

4, Tomnomorust ceTu «3Be31a».

S. KoMOuHMpoBaHHBIE TOMOIOTHH.

6. MeTo1 MHOXKECTBEHHOTO JOCTYIIa ¢ KOHTPOJIEM HEeCyIeld U OOHApYKCHUEM KOJUTU3HN
7. MeTo1 MHOXXECTBEHHOTO JIOCTYIIA ¢ KOHTPOJIEM HECYIICH U MPETOTBPAIICHUEM KOJUTA3HIA.
8. Merton g0ocTyna ¢ nmepeaayueii Mapkepa.

Q. Metoa 10CTyna 10 MPUOPHUTETY 3ampoca.

10. | CereBsle cTangapThl. Ethernet.

11. | CereBsle cranmapThl. Fast Ethernet.

12. | Ceresie cranaapthl. Gigabit Ethernet.

13. | CereBsie crangaptsl. 100V G-AnyLAN.

14. | Ceresie ctanmaptel. FDDI. CDDI.

15. | CereBsie cranmaptel. Token Ring. Token Bus.

3.3. Tembl 10KJIAT0B
3.3.1. TIK-9 - cnocoGHOCTBIO y4acTBOBaTh B Pa3pabOTKe 3alIUINEHHBIX aBTOMAaTH3UPOBAHHBIX CHCTEM B chepe
poecCHOHaIbHOMN JeSITEIbHOCTH

Ne 3apa- dopMyIMpOBKa 3a0aHNS
HUS
1. PasBenka u coop uHbDOpMAIIUY JUTsT HAPYIICHUS] KOHPHIEHIIHATBHOCTH
2. CkaHUpOBaHUE CETH, IOMCK M AKCILTyaTalus yI3BUMOCTEH
3. [TonsITHE «IKCTIIIONT.




4 Cpena Metasploit framework.

5 ObecneueHne aHOHUMHOCTH B ceTu: Proxy, anonumarizepsl, VPN, TOR u mp.

6. SQL-nHbeKn: OCHOBHBIE TOHATHS, LIEJIN U 33/1a91 «MHBEKIUI», TIPHMED.

7 ®a33uHr KaKk CpeaCTBO HAXOXKACHUS YSI3BUMOCTEH U CPEJICTBO MPEOIOJICHUS CUCTEMBbI 3aIlUThI.

8 ArTaka Tuna «otka3 B obciyxxuBanuu»: DoS, DDoS.

9 [TpuHIUIT TOCTPOCHUST «30MOM»-CeTel, OCHOBHBIE IIETIH aTaKH.

10. | JocTymHOCTB KaKk OJJHO M3 KJIFOYEBBIX CBOHCTB HH(MOPMAIIHH.

11. | MexcaiitoBblii ckpunTHHT (XSS): mpuMep UCIIOIb30BaHUS, OCHOBHBIC LIS M 3aJ1a4H, IPUHIIUIT
paboTer XSS

12. Artaxka clickjacking u ¢ummmar: e, 3a1a49H, OCHOBHBIE CIIOCOOBI 3aIIUTHI.

13. PeBepcuBHBIIT HHKUHUPUHT (0OOpaTHOE MPOSKTUPOBAHKE): LIENH, 331241, 8) OCHOBHBIC METOIbI

14, Amnanus cereBoro tpaduka. Wireshark. NetFlow analyzer.

15. Obecrieuenne nHGOPMAIFIOHHON 0€30MTaCHOCTH MH(POPMAIIMOHHBIX CHCTEM C TTIOMOIIBIO CHCTEM BHP-
Tyanu3alun

16. | Cucremsl oOHapysxenus Bropskenuii (IDS) u cuctemsl npenorspaienust Bropsxenuii (IPS).

17. Cucremsl ipegoTBpariieHus yredek nadopmanuu (DLP-cuctemsr).

3.4. Bonpocskl K KOJUIOKBHYMY
3.4.1. [ICK-4.1 - cnocoGHOCTBIO Ha MPAKTHKE TIPUMEHSATh HOPMATHUBHBIE OKYMEHTBI, OTHOCSIIHECS K obecrede-
HUIO HH()OPMAIIMOHHOM 0€30IaCHOCTH OTKPHITHIX HH(OPMAIIMOHHBIX CUCTEM

No 3ama- DopmynrpoBKa 3aqaHUSI
HUS
1. OTkpbITEIe HTHPOPMAIMOHHBIE cucTeMbl. HazHadeHue.
2. Tomonoruu ceru.
3. Jlokanpuble cetu. KaGenpHble cCHCTEMBI.
4. MeTo/1p1 OCTYTIA K CpeJie Mepeaay JaHHbBIX.
5. Ceresble cranmaptsl Ethernet.
6. CeTteBble cTaHIAPTHI B JIOKAJIBHBIX CETAX.
7. CranzapTsl Iepeauu JaHHbBIX B I100aJIbHBIX CETSX.
8. YcrpolicTBa 115t 00bEIMHEHHST YCTPOWUCTB B CeTh. BUpTyanbHbIE CETH.
9. Mojienb B3aMMOJIEHCTBHS OTKPBITHIX CUCTEM.
10. [IpoToxobrI.
11. Crek nporokosioB TCP/IP.
12. IP anppecanmst.
13. Mapuipytuszanus B ceTsix. TUnbl MaplIpyTH3aLUu.
14. [epenaya curnano Ha pusznyeckoM yposHe. [IpornyckHasi ciocoOHOCTh TUHHHN CBSI3H.
15. Moynsiuus U KoIUpOBaHUE.




4. MeToguveckne MaTepHuaJibl,
onpeeJsoNe MPpoueaypbl OlleHHBAHUS 3HAHUI, YMEeHUI, HABHIKOB
U (WIH) ONbITA AeATEeJIbHOCTH,
XapaKTepU3yIIMX 3Tanbl GopMUPOBAHMS KOMIIETEHIM A

[Iporeypsl OlICHUBAHMSI B XOJI€ H3yUCHHS TUCIIMILIMHBI 3HAHUH, YMEHHUI U HABBIKOB, XapaKTEPH-
3YIOIIUX 3Tanbl (POPMHUPOBAHUS KOMIICTECHIIMIA, PErJIAMEHTUPYIOTCS MTOJIOKEHHSIMH

- I[I BITYUT 2.4.03 — 2015 ITonoxeHue o KypCcoBbIX, SK3aMEHAaxX U 3a4eTax;

-II BI'YUT 4.1.02 — 2012 ITonoxeHue 0 peHTUHTOBOM OIIEHKE TEKYIIEH yCIIeBaeMOCTH.

Hrorosas OLICHKA M0 JUCHUIINIMHE OIIPCACIIACTCA Ha OCHOBAHHWH OIPEACICHUA CPCAHCB3BCIICH-
HOMY 3HAYCHHA 0aJIJI0B 1O KaXXIO0MY 3aJIaHUTO.



5. Onucanue nokasareseil H KpUTepHueB OLlCHUBAHNS YPOBHA cGOPMHPOBAHHOCTH KOMIIETECHIUH

Pesynbrarer 00ydenus mo aramnam GopMupoBa-

MeTtonuka

IlokazaTenp orneHu-

Kpurepuu oriennBanus

[IIxana oreHUBaHUA

HUSI KOMIICTEHINN OLIeHKH (00b- | BaHHMS c(pOPMHUPOBAHHOCTH KOMIIETEHIUH | AkajgeMuueckas | YPOBEHb OCBO-
€KT, IPOIYKT OIICHKA WJIH CHHUS KOMIIe-
WJTH TIPOIIECC) OauTe TEHLIUU
ITK-9 - ciocoOHOCTBIO yYacTBOBATh B pa3pabOTKe 3alUINEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM B chepe mpodecCuoHaILHON e TeTbHOCTH
3HATD: TectupoBanue | YpoBeHb BnaneHus | 60 % u Gojee mpaBHIBHBIX OTBETOB | 3a4TE€HO OcBoena (mo-
0a30BBIC BOMPOCHI IOCTPOCHHS OTKPHITHIX WH- | Ha 3a4eTe MaTepHaIoM BBIIIICHHBIH,
(hopMaITMOHHBIX CHCTEM 0a30BEIiN)
Menee 59% npaBHIEHBIX OTBETOB He 3aureno He OCBOCHA
(memocraTou-
HEI)
YMETh: YpoBeHb yMEHUS CTYIECHT BBINOJHWI 3aJaHue U 0oT- | OTIN4HO OcBoena (mo-
y4acTBOBaTh B Pa3pabOTKe KOMIIOHEHTOB OT- BETHJI HAa BCE BOIIPOCHI M JOITYCTHI BBIIIICHHBIH)
KPBITBIX HHPOPMAITHOHHBIX CHCTEM He Oosee 1 ommOKku B oTBETE
KoHTpoIbHbie CTYJICHT BBINOJHUI 33JaHUE U OTBe- | XOpOLIO OcBocHa } (mo-
BOIPOCHI K THJI Ha BC€ BOMPOCHI M AOMYCTHI 00- BBIIIEHHBIN)
SrS— aee 1 ommoOku, Ho MeHee 3 omnOoK
ONpPOCaM 1o CTY/ICHT BBITIOJIHWI 33JlaHue He TOJ- | YIOBJIETBOPH- Oc?oeHa (6azo-
NPAKTHYECKHM HOCTBIO M OTBETHJI HE HAa BCE BOIPO- | TEIHHO BBIi1)
paboTam CBI, HO B T€X, Ha KOTOPBIE JIa]l OTBET
HE JIOIYCTHJI OLTUOKHU
CTYJICHT OTBETHJI HEe Ha BCe BOmpockl, | HeymoBnerso- He OCBOEHA
norryctui 0oee S5 ommbok PUTENHHO (memocraTod-
HBIH)
BJIAIETD: Hoxknan YpoBeHb MOKJIaAa M | BBICTABIAECTCS CTYISHTY IPH HaIH- | 3a4TCHO OcBoena (mo-
METOAMKOHN aHanMu3a CTPYKTYpPHl OTKPBITBIX HH- MIpe3eHTAIUN YuM JI0KJIaza, MpeoOpa3oBaHUU WH- BBIIIICHHBIN,
(hOpMaITMOHHBIX CHUCTEM. TepMHHOJIOTHEH U ¢dopmanuu B enuHyo ¢Qopmy, T.e. 0a30BBIit)
CHCTEMHBIM TIOJX0J0M IOCTPOSHHUS 3alHIIeH- MIPE3EHTAIINH 110 BEIOPaHHOU TeMe
HBIX OTKPBITBIX HHYOPMAIIMOHHBIX CUCTEM BBICTABIISIETCSl CTYJIEHTY TpU Hamu- | He 3aureHo He OCBOCHA
YK MHPOPMAMH TOIBKO M3 OIHOTO (memocrarou-
HUCTOYHUKA, U (WIN) OTCYTCTBHU Ipe- HBIH)

3CHTAIIMH 110 BEIOpAHHOM TeMe

I[ICK-4.1 - ctocoGHOCTRIO HA MPAKTHUKE MPUMEHATH HOPMATHBHEIE

OWMOHHBIX CUCTEM

JIOKYMEHTBI, OTHOCSIIIMECS K 00eCIeueHHI0 HHPOPMAIHOHHOM

0E30IIaCHOCTH OTK

PBITBIX WH(OpMa-

3HATB:
MPUHLOUIE  pabOTBl CETEBBIX NPOTOKOIOB U

TectupoBanue
Ha 3aueTe

YpoBeHb  BIaAcHUS
MaTepHaioM

60 % u Oojee mMpaBUIBHBIX OTBETOB

3auTeHo

OcBocHa
BBIIIICHHEIHN,

(T10-




TEXHOJIOTHH nepe€aaynu OaHHBIX B OTKPBITBIX

0a30BBIN)

WH()OPMAITMOHHBIX CHCTEMaX, OCHOBHBIE CTaH- Menee 59% npaBUIBHBIX OTBETOB He 3aureno He OCBOCHA
JapThl MOCTPOEHUS U B3aHMMOJAEHCTBUS OTKpbI- (memocrarou-
TBHIX CUCTEM HBIN)
YMETb: YpoBeHb yMeHUs CTYJEHT BBINOJHUI 3aJaHue U oT- | OTiInYHO OcBoeHa (mo-
IIPOEKTHPOBATh B3aUMOJICHCTBUS BETHJI Ha BCE BONPOCHI U JOIyCTUI BBILLICHHBIN)
MHOTOMAIIMHHBIX HMH()OPMAIIMOHHBIX CHCTEM, He Oonee 1 ommbOku B OTBETE
HCIONIE3Y3  CTAHNAPTHRIC IPOTOKOJIBL STATOH™ | 10 pbre CTYJEHT BBITOJIHWI 33/IaHUE U OTBE- | XOpOIIO OcBoena  (mo-
HOM MOJICIIH, HPHMEHATE HA HPAKTHUKE CTAHIAP™ | pyocpr THJI Ha BCE BOTIPOCHI M JIOMYCTHI 00- BBIIIICHHBIN)
ThI, OTHOCAIINECS K OTKPBHITBIM WH(POPMALMOH- TeKyIIM nee 1 ommMGKH, HO MeHee 3 OMHGOK
HBIM CHCTCMaM ompocaM Mo CTYZACHT BBIIOJHWI 3aJjaHue HE NOJ- | Y IOBJIETBOPH- OcBoena (6a3o-
MPaKTUIECKUM HOCTBIO M OTBETHJI HE Ha BCE BOIPO- | TEIHHO BBIif)
pabotam CBI, HO B T€X, Ha KOTOpPHIE Jall OTBET
HE JIOITYCTHJI OITNOKHU
CTYZAEHT OTBETWII HE Ha Bce Bonpockl, | HeynoBnero- He OCBOEHa
nmomycTri Oonee 5 ommbox PUTEIHHO (memocraTod-
HBIH )
BJIAJETB: Konnmoksuym YpoBeHb BaeHUS OTBETMJ Ha BCE BOIPOCHI, TOomycTHa | OTINYHO OcBoena (mo-
HaBbIKAMU PEIICHUs POPMATU3yeMbIX U TPYIHO He Oosee 1 ommOKu B OTBETE BEITIICHHBIN)
(dopmManu3yemMbIX 3a7ad, a TAKKe MPOEKTUPOBa- OTBETHJI HA BCE BOMPOCHI, JOMYCTHI | XOpOIIO OcBoena  (mo-
HUS UHPOPMAIIMOHHBIX MPOIIECCOB 6omee 1, Ho MeHee 3 omMOOK BBINIICHHBIN)
OTBETWJ HE Ha BCE BOIPOCHI, HO B | YIOBIETBOPU- OcBoena (0a3zo-
TeX, Ha KOTOPbIE /Il OTBET HE JIOMY- | TEIHHO BBIN)
CTHJI OIIMOKH
OTBETHJI HE Ha BCe BOMPOCHI, aomy- | Heynosierso- He OCBOEHA
ctun 6onee 5 ommoOoK PUTETHHO (memocrarou-

HBIH )
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